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The Cyber Crime Newsletter is developed under the Cyber Crime Training Partnership between the National Association of 
Attorneys General (NAAG) and the National Center for Justice and the Rule of Law (NCJRL) at the University of Mississippi 
School of Law.  It is written and edited by Hedda Litwin, Cyber Crime Counsel (hlitwin@naag.org, 202-326-6022).  
 
This project was supported by Grant No. 2000-DD-VX-0032 awarded by the Bureau of Justice Assistance.  The Bureau of Justice 
Assistance is a component of the Office of Justice Programs, which includes the Bureau of Justice Statistics, the National Institute 
of Justice, the Office of Juvenile Justice and Delinquency Prevention, and the Office of Victims of Crime.  Points of view or 
opinions in this document are those of the authors and do not represent the official position of the United States Department of 
Justice. 
 
The views and opinions of authors expressed in this newsletter do not necessarily state or reflect those of the National Association 
of Attorneys General (NAAG).  This newsletter does not provide any legal advice and is not a substitute for the procurement of 
such services from a legal professional.  NAAG does not endorse or recommend any commercial products, processes, or services.  
Any use and/or copies of the publication in whole or part must include the customary bibliographic citation. NAAG retains 
copyright and all other intellectual property rights in the material presented in the publications. 
 
In the interest of making this newsletter as useful a tool as possible for you, we ask that you keep us informed of your efforts.  
Additionally, we would like to feature articles written by you.  Please contact us with information, proposed articles and 
comments about this newsletter.  Thank you. 
 
 

 

BATTLE OF THE GIANTS:  
 SUPREME COURT TO RULE ON 

SOFTWARE PATENTS 
 

By Hedda Litwin1    
 

 On February 21, 2007, the U.S. Supreme 
Court heard oral arguments in Microsoft Corp. v. 
AT&T Corp., No. 05-1058, a case that addresses 
the issue of whether it is a violation of U.S. patent 
law for a company to send software contained on 
a master disk overseas for copying and 
installation.     
 
 AT&T owns a patent for a digital speech 
coder, a device which compresses a digital speech 
signal for easier transmission and storage.  Most 
cell phones and personal computers use the 
device.  AT&T sued Microsoft in the U.S. District 
Court for the Southern District of New York for 
patent infringement of its coder, which was 
embedded in the Windows operating system.  
Microsoft stated at trial that when Windows is 
installed on a computer, that computer, but not the 
Windows software itself, infringes AT&T’s 
patent.  Microsoft said it supplies Windows to 
U.S. and foreign computer manufacturers on what 
they call “golden master disks,” and the 
manufacturer then uses these disks to make copies 
of Windows software to install on the computers 
it sells.   

Microsoft stipulated that it induced 
infringement of AT&T’s patent when it supplied 
the Windows disks to U.S., but not foreign, 
computer manufacturers. However, the court 
found Microsoft liable for all foreign sales of 
computers using Windows under 35 U.S.C. 
§271(f) which makes it an infringement to ship a 
patented product’s components to another country 
for assembly. 

 
On appeal, the Federal Circuit affirmed, 

holding that (1) software can be a "component" of 
a patented invention within the meaning of Patent 
Act Section 271(f), and (2) liability attaches to the 
copies made abroad because those copies were 
"supplied" from the United States.    

 
This case brings two questions before the 

court.  The first is whether software object code 
can be a component of a patented invention.  
Microsoft argues that the software code is just a 
set of instructions and cannot be a component of 
an invention; only software contained in some 
form of media can be a component. Thus, 
Microsoft maintains that it is the Windows code 
contained on a disk and installed on a computer – 
not the Windows code in the abstract – that is a 
component of AT&T’s invention. AT&T counters 
that there is no distinction between the software 
code and the product, and that the computer 
loaded with Windows software is the infringer.   
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If software object code can be a 
component of a patented invention, the second 
question is whether copies of software object 
code, made in a foreign country from a United 
States-supplied master disk, are considered 
components supplied from the United States.  
Microsoft argues that the software installed on the 
computers was copied in foreign countries from 
golden master disks shipped from the United 
States.  Microsoft contends that they would be 
liable only if the golden master disk had been 
installed on a computer, which was not the case.  
Conversely, AT&T alleges that because the very 
same “zeroes and ones” Microsoft created in the 
United States are installed on the foreign 
computers, Microsoft supplies the software from 
the United States on those computers.     

 
The case has garnered a great deal of 

attention – not only for the well-known attorneys 
who argued the case, but for the many amicus 
briefs filed by third parties.  Ted Olson, the 42nd 
United States Solicitor General, argued for 

Microsoft, and Seth Waxman, the 41st United 
States Solicitor General, argued for AT&T.  Daryl 
Joseffer, Assistant to the Solicitor General, argued 
on behalf of the United States as amicus in 
support of Microsoft.  Many of the largest 
technology-based companies, such as Yahoo and 
Amazon, as well as computer industry trade 
groups such as the Business Software Alliance, 
have filed amicus briefs in support of Microsoft.  
They allege that an AT&T win puts U.S. 
companies at a competitive disadvantage.  They 
say that U.S. software companies will have to do 
their manufacturing overseas so that they will not 
be liable for supplying components from the 
United States.  Those amici supporting AT&T, 
such as the Wisconsin Alumni Research 
Foundation, argue that Congress, not the Supreme 
Court, should decide whether the risk to software 
companies requires a change in patent law.           
     
 

 
 

 
 

 

AGS FIGHTING CYBER CRIMES 
 

ALABAMA  
 
 Attorney General Troy King gave opening 
remarks at a free conference designed to help 
parents keep their children safe on the Internet.  The 
conference, “Lost in Cyberspace,” was sponsored 
by Attorney General King’s office, Frazer 
Methodist Church, the Alabama Bureau of 
Investigation, Troy University, the Department of 
Child Abuse and Neglect Prevention, the Alabama 
PTA and the Department of Children’s Affairs.  
During the program, Internet safety experts 
discussed current trends in Internet crimes and 
talked about social networking sites.  They also 
distributed printed materials to help parents 
“translate” chat room language and gave a 
demonstration of how chat rooms work.    
 
 

ARIZONA 
 

Attorney General Terry Goddard made 
an Internet safety presentation for sixth through 
eighth graders at a school in Ahwatukee.  Joined by 
Phoenix Councilman Greg Stanton, Attorney 
General Goddard emphasized precautions young 
people should take on social networking sites and 
included experiences of teens who had been victims 
of Internet exploitation.   

COLORADO 

Attorney General John Suthers released 
statewide figures detailing the number of charges 
filed following the implementation of HB 1011, 
legislation that was the cornerstone of Attorney 
General Suthers’ Safe Surfing Initiative.  In the 
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latter half of 2006, the totals filed were 34 Internet 
luring charges, 14 Internet sexual exploitation 
charges and 10 charges of sexual exploitation of a 
child.  The new statutes make it a felony to solicit a 
child for a meeting resulting from a sexually 
explicit conversation, make it a felony to sexually 
exploit a child online by use of such items as web 
cams, require Internet Service Providers to retain 
data for 90 days with the issuance of a court order 
and make the possession of 20 or more child 
pornography images a class 4 felony.    

FLORIDA 

 Attorney General Bill McCollum 
announced that John Smith was sentenced to 10 
years in prison after pleading guilty to sexually 
soliciting a minor.  Smith traveled to Jacksonville 
intending to have a sexual encounter with a person 
who he believed to be a 13-year-old boy, but who 
was in fact an undercover Child Predator 
Cybercrime investigator from Attorney General 
McCollum’s office.  Smith’s prison sentence will be 
followed by five years of sex offender probation 
which requires mandatory electronic monitoring 
and registration with the state as a sex offender.  In 
addition, he must reimburse the cost of the state’s 
investigation and prosecution.  The case was 
prosecuted by Attorney General McCollum’s Office 
of Statewide Prosecution. 
 
KANSAS 
 
 Attorney General Paul Morrison 
announced that the state Senate Judiciary 
Committee has introduced two bills on his behalf 
that target sex offenders.  The first bill fixes a 
loophole in Jessica’s Law that allows some second 
time sex offenders to be treated as first time 
offenders by ensuring that they face a mandatory 
40-year sentence.  The second bill would increase 
the number of times sex offenders must register and 
would require sex offenders to register their e-mail 
addresses and online identities. 
 
 
 
 
 

KENTUCKY 
 
 Attorney General Greg Stumbo 
announced that eight sexual predators who were 
caught in a child sexual predator sting have been 
scheduled for court appearances.  Anthony Ross, 
Steven Duncil, Jeffrey Barnes, Charles Clark, Todd 
Noble, Damon Baete, Bryan Prow and Leslie Peek 
have each been charged with use of an electronic 
device to entice a minor into a sexual act, a Class D 
felony, and all but one was also charged with 
attempted unlawful transaction with a minor.  
Attorney General Stumbo’s Bureau of Investigation 
coordinated the sting operation with the Jefferson 
County Sheriff’s Office, the Crimes Against 
Children Units of the Louisville Metro and 
Lexington Metro Police Departments, the Jefferson 
County Commonwealth and Indiana County 
Attorney’s Offices, the State Police, the Regional 
Organized Crime Information Center, the New 
Albany Police Department and Floyd County. 
 
LOUISIANA 
 
 Attorney General Charles Foti Jr. 
announced that Ray Clement III, a high school 
teacher, was arrested on one count of Indecent 
Behavior with a Juvenile and one count of 
Attempted Indecent Behavior with a Juvenile.  
Special agents from Attorney General Foti’s High 
Technology Crime Unit (HCTU) allege that 
Clement had inappropriate contact with one of his 
underage female students based on transcripts of 
chats that allegedly occurred on MySpace.com.  If 
convicted, Clement faces a fine of up to $5,000, or 
imprisonment with or without hard labor for up to 
seven years, or both.   
 
MICHIGAN 
 
 Attorney General Mike Cox’s 
investigators  arrested  Twigg  George at his home 
for using the Internet to disseminate sexually 
explicit material to a minor.  George transmitted the 
explicit material to what he thought was a 14-year-
old girl but was actually a special agent in Attorney 
General Cox’ office.  George was arraigned on five 
counts of that crime, a four-year felony.   
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MISSOURI 
 
 Attorney General Jay Nixon obtained a 
preliminary injunction barring a couple that sold 
Internet advertising to small businesses based on 
false guarantees from operating in Missouri.  The 
injunction against Vickie and Jonathan Nash, d/b/a/ 
Salez-4-U Advertising Service, also froze their bank 
accounts.  Attorney General Nixon had filed a 
lawsuit against the Nashes, alleging that they 
guaranteed that their advertising would generate a 
specific number of paid customers to the 
businesses’ web sites or the businesses would 
receive refunds.  At least nine businesses paid the 
Nashes a total of $16,735, but never received the 
customers or the refunds.  Amounts paid by 
customers ranged from $129 to $4,900.  The Nashes 
changed web addresses and telephone numbers to 
avoid refund requests. 
 
NEBRASKA 
 
 Attorney General Jon Bruning unveiled 
his 2007 legislative package which includes a 
cyberstalking bill.  Under the bill, offenders over 18 
years of age who knowingly send sexually explicit 
language and materials to victims under 16 years of 
age could be charged with a Class IV felony, 
punishable by up to five years in prison and a 
$10,000 fine.  Currently the offense is a Class I 
misdemeanor, punishable by up to one year in jail 
and a $1,000 fine.   The bill also adds computers 
and electronic communication devices to the list of 
methods used in crimes of intimidation. 
 
NEW MEXICO 
 
 Attorney General Gary King announced 
that Daniel Valdez, a former police officer, was 
sentenced to six and one half years in prison after 
pleading guilty to one count each of Burglary (third 
degree), Child Solicitation by Computer (fourth 
degree), Harassment and Attempted Criminal 
Sexual Penetration (both misdemeanors).  Valdez 
was arrested while attempting to meet and have sex 
with what he believed was a 15-year-old girl but 
was actually an undercover officer with the 
Attorney General’s Internet Crimes Against 

Children (ICAC) Unit.  His arrest was a 
collaborative effort between the ICAC Unit, the 
State Police Tact Team and the Santa Fe Police 
Department.  Valdez was prosecuted by the 
Attorney General’s Office, after which his law 
enforcement license was revoked. 
 
NEW YORK 
 

Attorney General Andrew Cuomo reached 
settlements with three major online advertisers for 
promoting services and products on the Internet 
through deceptively installed programs known as 
“adware.”  The agreements with Priceline.com, 
Travelocity.com LP and Cingular Wireless LLC 
require them and their affiliates to 1) provide full 
disclosure of any adware and bundled software 
used; 2) brand each advertisement with a prominent 
and easily identifiable name or icon; 3) fully 
describe the adware and obtain customer consent to 
download and run it; 4) make it practicable for 
customers to remove the adware; and 5) obtain 
consent to continue showing ads.  In addition, 
Priceline and Cingular must pay $35,000, and 
Travelocity must pay $30,000, to the State as 
penalties and investigatory costs.  Assistant 
Attorney General Elizabeth Nieliwocki handled the 
settlements with the assistance of Assistant 
Attorney General Justin Brookman and under the 
direction of Assistant Attorney General in Charge 
Jane Azia. 

 
NORTH CAROLINA 
 

Attorney General Roy Cooper presented 
legislators with a package of changes to state laws 
to stop child predators.  In the proposal sponsored 
by state Senators Walter Dalton and John Snow, 
Attorney General Cooper is asking legislators to: 1) 
strengthen criminal penalties for possession, 
dissemination and production of child pornography; 
2) require computer technicians and photo 
developers to report child pornography to law 
enforcement; 3) increase penalties for soliciting 
minors for sex over the Internet when the predator 
shows up at a meeting place in order to sexually 
molest the child; 4) require social networking sites 
to get parents’ permission before children can join; 
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5) expand state pornography laws to include 
additional offenses of child exposure, as federal law 
does; 6) make lying to a state Bureau of 
Investigation agent a felony; and 7) allow 
prosecutors to use an investigative grand jury. 

 
OHIO 
 
 Attorney General Marc Dann issued a 
new policy for retaining e-mails in order to better 
comport with the state Open Records Act.  E-mail 
messages must be saved for 180 days, effective 
immediately. 
 
PENNSYLVANIA 
 
 Attorney General Tom Corbett’s Child 
Predator Unit arrested John Spanos, who is accused 
of using an Internet chat room to sexually 
proposition what he believed to be a 13-year-old 
girl, but was actually an undercover agent from the 
Unit. Spanos, who used the screen name of 
“greekharley,”  is also accused of sending nude 
videos of himself to the “girl.”  He is charged with 
one count of criminal attempted unlawful contact 
with a minor and one count of criminal use of a 
computer.  Both charges are third degree felonies 
carrying a maximum penalty of seven years in 
prison and a $15,000 fine.  Spanos will be 
prosecuted by Deputy Senior Attorney General 
Anthony Forray of the Unit. 
 
RHODE ISLAND 
 
 Attorney General Patrick Lynch filed a 
Civil Investigative Demand (CID) against The TJX 
Companies Inc. for its alleged failure both to 
prevent intrusions into its computer network and to 
use every available means to notify consumers of 
the security breach as soon as possible.  The CID 
alleges that TJX, the parent corporation of stores 
such as T.J. Maxx, Marshalls, Bob’s Stores and 
HomeGoods, made public a security breach 
affecting millions of consumers on January 17, 
2007, but later disclosed that the breach could have 
occurred as far back as 2003. 
 
 

SOUTH CAROLINA 
 
 Attorney General Henry McMaster 
announced that Dwight Kaiser was arrested in an 
undercover Internet sting conducted by the 
Lexington County Sheriff’s Department, a member 
of Attorney General McMaster’s Internet Crimes 
Against Children (ICAC) Task Force.  Arrest 
warrants allege that Kaiser used a computer web 
cam to solicit sex and demonstrate sex acts on the 
Internet with an individual he believed to be a 13-
year-old girl but was actually an undercover 
Sheriff’s Deputy.  A search warrant was executed at 
Kaiser’s home, and two computers, a web cam and 
related equipment were seized.  Kaiser is charged 
with two counts of Criminal Solicitation of a Minor, 
a felony punishable by up to 10 years imprisonment 
on each count.  The case will be prosecuted by 
Attorney General McMaster’s office. 
   
TEXAS 
 
 Attorney General Greg Abbott’s Cyber 
Crimes Unit obtained a guilty plea from Justin 
Broussard, a former police officer, on eight counts 
of possession of child pornography.  Broussard was 
sentenced to six years in prison on each count, with 
the sentences to run concurrently.  He must also 
register as a sex offender and permanently 
relinquish his peace officer certification.  The Unit 
had received a referral from the FBI’s San Antonio 
office after Brossard purchased illegal DVDs from 
an Internet merchant.  With the help of FBI agents, 
Unit investigators conducted a search of 
Broussard’s home and seized electronic media.  A 
subsequent forensic examination of the media 
revealed sexually explicit images of young children.  
Broussard was arrested at his home.  A grand jury 
later issued an eight-count indictment charging 
Broussard with possession of child pornography. 
 
UTAH 
 

Attorney General Mark Shurtleff and the 
Utah Internet Crimes Against Children (ICAC) 
Task Force announced that James Gallegos was 
convicted on two second degree felony counts of 
Enticement of a Minor over the Internet.  The case 
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was investigated by U.S. Immigration and Customs 
Enforcement Special Agent Jeff Bridge, 
Investigator Ben Lee and Lt. Jessica Eldredge of 
Attorney General Shurtleff’s office.  During the 
investigation, Gallegos attempted to entice Lt. 
Eldredge, who was posing as a minor, and proposed 
engaging in sexual activity.  The case was 
prosecuted by Paul Amann of Attorney General 
Shurtleff’s office.   Attorney General Shurtleff’s 
office oversees the ICAC Task Force.   
 
VIRGINIA 
 
 Attorney General Bob McDonnell 
unveiled his 2007 legislative package entitled 
“Protecting Virginia’s Future.”  Included in the 
package is legislation requiring e-mail address and 
online identity information to be included on the 
Sex Offender registry.  The bill also creates 
minimum sentences for production and financing of 
child pornography and online solicitation of 
children.  Another bill establishes the Youth 
Internet Safety Fund for Prevention and Awareness 
Campaign About the Danger of the Internet.  A 
third bill allows out-of-state warrants to go directly 
to Internet service providers (ISPs) and allows 
Virginia search warrants to go directly to ISPs in 
other states. 
 

WASHINGTON 
 

 Attorney General Rob McKenna’s 
Consumer Protection Division released its annual 
Top 20 list of consumer complaints.  Of the 
Internet-based complaints, online auctions fell from 
No. 6 to No. 19 in the rankings as consumers 
reported 319 complaints last year, compared with 
774 in 2005.  Conversely, consumer complaints 
about electronic shopping rose from No. 9 in 2005, 
when 532 complaints were reported, to No. 5 last 
year, when 819 complaints were reported.   
 
WEST VIRGINIA 
 

Attorney General Darrell McGraw 
presented Earl Walls, the victim of a Nigerian 
Internet fake check scheme, with a Consumer 
Protection Hero award during National Consumer 
Protection Week.  Walls, a 65-year-old disabled, 
retired factory worker, lost more than money when 
he was duped into the online scheme. He was also 
arrested for cashing Nigerian scam checks that were 
counterfeit.  Attorney General McGraw’s office 
assisted in having the charges against Walls 
dismissed. 

 
 

IN THE COURTS 
 

FORENSICS SOFTWARE 
TESTIMONY:  EXPERT WITNESS 
RULE 
 
United States v. Ganier, 2006 WL (6th 
Cir. November 15, 2006).  The Sixth 
Circuit ruled that a witness’ testimony 
based on reports generated by forensic 
software is expert testimony and subject 
to Fed. R. Evid. 702.  Albert Ganier III 
was charged with trying to obstruct 
justice and impede a federal 
investigation on the basis of his alleged 
deletion of computer files.  The day 
before trial, the government informed 
the court that it wanted to introduce the 

reports and testimony of a forensic 
computer specialist.  Ganier challenged 
the reports and testimony on the basis it 
was expert testimony and the 
government had failed to provide a 
written summary as required by Fed. R. 
Crim. P. 16(a)(I)(G).  The government 
argued that the proposed testimony was 
not based on scientific, technical or other 
specialized knowledge and was simply 
lay testimony based on running 
commercially available software and 
reciting results.  The court agreed with 
Ganier, finding the forensic software 
tests more akin to specialized medical 
tests run by physicians.  It also noted 
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that a 2000 amendment to Federal Rule 
of Evidence 701 clarified that lay 
opinions cannot be based on scientific, 
technical or other specialized 
knowledge.  However, the court stopped 
short of excluding the proposed 
testimony, instead sending it back to the 
U,S, District Court for the Eastern 
District of Texas to apply financial 
remedies. 
 

COMMUNICATIONS DECENCY 
ACT:  EMPLOYER LIABILITY 

 
Delfino v. Agilent Technologies, Inc., 
2006 WL 3635399 (Cal. App. Ct. 
December 14, 2006).  A California Court 
of Appeals has interpreted Section 230 
of the Communications Decency Act 
(CDA) to mean that an employer is 
immune from liability based on an 
employee’s use of its communication 
networks and systems to send 
threatening messages.  Michaelangelo 
Delfino was subject to threatening 
messages sent anonymously by e-mail 
and posted on Yahoo bulletin boards.  
Delfino contacted the FBI who found out 
that the messages had been sent by an 
employee of Agilent Technologies from 
his work computer.  Delfino sued 
Agilent for intentional and negligent 
infliction of emotional distress, claiming 
Agilent was liable under the respondent 
superior doctrine.  Agilent claimed 
immunity under Section 230 which 
states that a provider or user of an 
interactive computer service is not the 
publisher of and not liable for 
information provided by another.  The 
trial court agreed with Agilent and 
dismissed the case.  On appeal, the 
California Court of Appeals affirmed. 
 
 And see… 
 

Doe v. Bates, 2006 WL 3813758 (E.D. 
Tex. December 27, 2006).  The U.S. 
District Court for the Eastern District of 
Texas reached the same conclusion as 
above by finding that Yahoo was not 
liable for user-disseminated child 
pornography.  Yahoo provided e-mail 
and web hosting services to Candyland, 
a child pornography ring.  The ring 
illegally distributed photographs of 
Johnny Doe, a minor, and a suit was 
brought on his behalf against Yahoo for 
emotional distress, invasion of privacy, 
negligence and civil conspiracy.  Yahoo 
moved to dismiss the case under Section 
230 immunity.  The magistrate agreed 
and dismissed the case with prejudice. 
 
RIGHT TO PRIVACY:  WEB 
POSTING OF PERSONAL 
INFORMATION  

Lambert v. Hartmann, 2006 WL 
3833529 (S.D. Ohio, December 29, 
2006).  The U.S. District Court for the 
Southern District of Ohio ruled that there 
is no constitutional right of privacy in 
one’s social security number.  Cynthia 
Lambert was issued a speeding ticket 
which was published on her county’s 
web site.  The ticket contained Lambert's 
personal information including her 
signature, home address, birth date, 
driver's license number and social 
security number. Using this information, 
identity thieves racked up $20,000 in 
charges. Lambert brought a class action 
suit against the county under 42 U.S.C. 
Sec. 1983 for posting her personal 
information and that of others similarly 
situated.  The court, however, dismissed 
her claims, stating that in the Sixth 
Circuit, only release of information that 
could lead to bodily harm or further 
harms victims of violent crimes rises to 
the level of constitutional protection. 
Release of  personal  information  that 
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could  lead  only  to  financial  harm  is 
not constitutionally protected. 

RIGHT OF PRIVACY:  
INFORMATION STORED BY 
THIRD PARTY  

State v. Reid, WL 135683 (N.J. Super. 
A.D. January 22, 2007).  A New Jersey 
appellate court held that computer users 
can expect that the personal information 
they give Internet service providers is 
considered private.  Prosecutors alleged 
that Shirley Reid broke into her 
employer’s computer system and 
changed its shipping address and 
passwords for suppliers.  The police had 
gotten Reid’s identity by issuing a 
subpoena to her Internet service 
provider, Comcast. At the time the 
subpoena issued, there was no pending 
municipal court case, nor was the court 
in session during the return date and 
time specified on the subpoena. The 
Appellate Division rejected the 
investigative procedure utilized by the 
police, finding that the use of a subpoena 
duces tecum issued by a court that had 
no jurisdiction over the offense under 
investigation and was not in session on 
the return date of the subpoena was 
entirely improper.  The court also ruled 
that the people of New Jersey have an 
expectation of privacy in their Internet 
screen names under the state 
Constitution. As a result of this case, it 
appears that police who require 
information related to a screen name 
from an ISP will have to obtain either a 
search warrant, a grand jury subpoena or 
an order to produce from the Superior 
Court based upon a showing of probable 
cause. 

 

DEFAMATION:  WEB SITE 
POSTINGS 

Gilbert v. Sykes, No. C050766 (Cal. Ct. 
App. January 26, 2006).  A California 
Court of Appeals ruled that a physician 
had failed to meet his burden of proof 
that statements made about him on a 
web site were defamatory.  Georgette 
Gilbert, a patient uphappy with the 
results of her plastic surgery, created a 
web site about her negative experiences 
and posted alleged malpractice suits 
against the surgeon, Jonathan Sykes.  
Sykes filed a complaint, alleging her 
web statements were defamatory and 
caused him emotional distress and loss 
of business.  Gilbert moved to dismiss 
on the grounds of free speech and the 
public’s right to know.  The trial court 
denied the motion, finding that Sykes 
was not a limited purpose public figure 
and thus did not have to show that 
Gilbert uttered her statements with 
actual malice.  The Court of Appeals 
reversed, finding that Sykes indeed was 
an expert in his field and therefore a 
limited purpose public figure.  As such, 
Sykes would have had to prove by clear 
and convincing evidence that Gilbert’s 
statements were not only false but were 
also published with actual malice. 

CAN-SPAM ACT:  AWARD OF 
FEES  

Phillips v. Netblue, Inc., 2007 WL 
174459 (N.D. Cal. January 22, 2007). 
The U.S. District Court for the Northern 
District of California adopted the 
Magistrate’s Report and 
Recommendations, denying the 
prevailing defendant’s  request for fees 
under CAN-SPAM.  Ritchie Phillips, 
d/b/a/ R&D Computers, sued several 
defendants including Worldwide Internet 
Solutions, a Canadian company which 
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had no connection to the dispute or the 
state.  Worldwide obtained a dismissal 
on jurisdictional grounds and then 
requested $22,000 in fees.  The 
magistrate found that fees were not 
appropriate because 1) the claims were 
never adjudicated on the merits to 
determine whether they were reasonable; 
2) there was no evidence of improper 
motivation; 3) the Act does not contain 
evidence of Congressional intent 
regarding abuse or enforcement; and 4) 
awarding fees “at the drop of a hat” 
would have a chilling effect. 

VOIP SERVICES:  STATE 
REGULATION 

Comcast IP Phone of Missouri, LLC v. 
Missouri Public Service Commission, 
No. 06-4233-CV-C-NKL (W.D. Mo. 
January 18, 2007).  The U.S. District 
Court for the Western District of 
Missouri denied Comcast’s motion for a 
preliminary injunction to prevent the 
Missouri Public Service Commission 
(PSC) from asserting jurisdiction over 
Comcast’s VoIP service prior to a 
Federal Communications Commission 
(FCC) determination of the regulatory 
framework.  The PSC filed a complaint 
alleging that Comcast’s VoIP offering 
without a certificate of service authority 
constituted the unlawful provision of 
telecommunications service within the 
state.  While the district court 
acknowledged that PSC regulation 
would be preempted if the FCC 
determined that Comcast’s offering was 
an information service, the FCC had not 
ruled on its proper classification and 
therefore the PSC had jurisdiction to 
decide whether it was a 
telecommunications service.  The court 
also found that the FCC had not 
determined that all VoIP offerings are 

information services and therefore 
declined to find that all VoIP offerings 
are such. 

COMPUTER FRAUD:  
JURISDICTION 
 
Powell v. State of Arkansas, 2007 WL 
104103 (Ar. Ct App. January 27, 2007).  
The Arkansas Court of Appeals found 
that substantial evidence existed to 
support the trial court's finding that it 
had jurisdiction in a computer fraud 
case.  Christopher Powell of Georgia 
met an Arkansas woman online, 
misrepresented himself and obtained 
$15,000 from her under false pretenses.  
Powell was charged and convicted of 
theft and computer fraud.  On appeal, 
Powell claimed that the trial court erred 
in asserting jurisdiction, contending that 
all elements of the offenses charged 
occurred outside the territorial 
jurisdiction of Arkansas.  The Court of 
Appeals agreed with the State that the 
conduct or result that was an element of 
the offense occurred within Arkansas.  
The court noted that Powell sent e-mail 
correspondence to the Arkansas woman 
and contacted her by telephone while she 
was in Arkansas. During the course of 
those communications, Powell actively 
deceived her into sending him money. 
Moreover, Powell caused the Arkansas 
woman to access her computer by virtue 
of his e-mail correspondence, for the 
purpose of obtaining money with a false 
or fraudulent intent, representation, or 
promise. The deception and promises 
were his extensive fabrications. 
Therefore, the court found that 
substantial evidence existed to support 
the trial court's finding that it had 
jurisdiction and affirmed the conviction.              
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NEWS YOU CAN USE 
 

 
SURVEY: MORE THAN HALF OF 

TEENS USE SOCIAL 
NETWORKING SITES 

  
A new national survey of 

teenagers found that 55 percent of all 
online American youth ages 12-17 use 
online social networking sites and have 
created online profiles.  The survey, 
conducted by the Pew Internet and 
American Life Project, also found that 
older girls were more likely to use these 
sites, with 70 percent of girls aged 15-17 
reporting they have used the sites 
compared to 54 percent of older boys.  
Of those teens visiting social networking 
sites, 48 percent visit the sites daily or 
more often; 26 percent visit daily; and 
22 percent visit several times a day.  
Another key finding was that 48 percent 
of teens who have created a profile say 
that it is not visible to all Internet users.  
The report, written by Senior Research 
Specialists Amanda Lenhart and Mary 
Madden, is based on a survey conducted 
by telephone of 935 youths aged 12 to 
17.  The full report may be accessed at 
http://www.pewinternet.org/PPF/r/198/re
port_display.asp 
 
MOST WEB SITES INACCESSIBLE 

TO THE DISABLED 
 

 About 97 percent of web sites do 
not provide minimum levels of 
accessibility for people with disabilities, 
according to a survey by Nomensa, an 
accessibility agency, in a report 
commissioned by the United Nations as 
part of its International Day of Disabled 
Persons.   Nomensa tested leading web 
sites in five key sectors – travel, retail, 
banking, government and media – and in 

20 countries.  In order to reach the 
minimum standards according to the 
Web Content Accessibility Guidelines, 
web sites needed to provide adequate 
text descriptions of graphical content on 
the Internet so that visually impaired 
people could “read” pictures.  The 
survey found that 93 percent of sites 
failed to meet those guidelines.  A 
further 73 percent failed because of their 
reliance on JavaScript for functionality, 
software that does not work with some 
screen readers used by those with 
impaired vision.  Additionally, 98 
percent did not follow industry standards 
for programming code for accessibility.  
The countries surveyed were Argentina, 
Australia, Brazil, Canada, Chile, China, 
France, Germany, India, Japan, Kenya, 
Mexico, Morocco, Russia, Singapore, 
South Africa, Spain, United Arab 
Emirates, United Kingdom and the 
United States. 
 

AP, AOL RELEASE POLL ON 
INSTANT MESSAGING 

 
 A poll on instant messaging (IM) 
by the Associated Press (AP) and 
America Online (AOL) found that 48 
percent of young people aged 13-18 use 
IM, which is more than twice the 
percentage of adults who use it.  In 
addition, more than half of the teens who 
use instant messages send more than 25 
messages a day, and one in five send 
more than 100.  On the other hand, 
three-fourths of adults who use IM send 
fewer than 25 messages a day.  About 
one-fifth of teen users have asked or 
accepted a date by IM, according to the 
poll.  The survey of 1,013 adults and 500 
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teens was conducted by Knowledge 
Networks for AP and AOL. 
 

ICANN SEEKS TO DELETE 
OBSOLETE DOMAINS 

 
 The Internet Corporation for 
Assigned Names and Numbers 
(ICANN), the Internet’s key oversight 
agency, accepted public comments on 
how to revoke outdated suffixes, 
primarily assigned to countries that no 
longer exist.  The Soviet Union’s “.su” is 
the leading candidate for deletion; a 
Google search generated millions of 
“.su” sites.  East Timor uses “.tl,” 
although about 150,000 sites remain 
under its older code, “.tp.”  Also 
obsolete is Great Britain’s “.gb” because 
Britons typically use “.uk” for the 
United Kingdom.  ICANN assigns 
country codes based on standards set by 
the International Organization for 
Standardization and wants to establish a 
formal policy. 
 
And more ICANN news… 
 
ICANN REVIVES PLAN FOR .XXX 

DOMAIN 
 

 ICANN revived a proposal it 
previously rejected to create an .xxx 
domain, but would add stronger 
provisions to prohibit child pornography 
and require labeling of web sites with 
sexually explicit materials.  The new 
proposal requires the company backing 
it, ICM Registry Inc. of Florida, to hire 
independent organizations to monitor 
pornography sites’ compliance with the 
new rules.  If approved, ICM would also 
be required to develop mechanisms for 
promoting child safety and preventing 
child pornography.  ICM would also 
have to develop automated tools to 
check for compliance and give users 

ways to report violations.  Pornography 
sites would have to participate in a self-
descriptive labeling system, such as the 
one from the Internet Content Rating 
Association, under which web sites add 
tags based on such criteria as the 
presence of nudity. 
 

INDIANA U. MAKES CONTENT 
AVAILABLE ON ITUNES 

 
 Indiana University signed an 
agreement with Apple Computer to 
make online content available through 
iTunes U.  The service, to be available 
during spring semester 2007, will allow 
students to subscribe to and download 
podcasts of audio, video and graphic 
content to their iPods and other 
supported portable devices or personal 
computers.  The agreement follows the 
lead of the University of Michigan, 
Stanford and Berkeley as adopters of 
iTunes U.  The University is also 
working to release a podcasting portal in 
spring 2007 which will link to iTunes U 
and support users inside and outside the 
University.  Several University schools 
and departments, including the Jacobs 
School of Music, the School of Law, the 
Office of Academic Affairs and the 
School of Education are hosting 
podcasts. 
   

SURVEY:  ID THEFT 
DECLINING 

 
 The number of Americans who 
are victims of identity fraud has declined 
since 2003, according to a survey 
conducted by Javelin Strategy & 
Research, a data research firm.  The 
survey found that last year, 3.7 percent 
of those surveyed said someone had 
stolen their identity within the previous 
12 months, down from 4.7 percent in 
2003.  The study also found that total 
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losses from the crime fell last year to 
$49 billion from the 2005 level of $56 
billion.  Young adults aged 18 to 24 
were the most likely to say they were 
victims, and also least likely to take 
precautions to prevent identity fraud, 
according to the survey.  As in past 
years, the Javelin survey found that 
individuals whose identities were stolen 
bore less than 10 percent of the resulting 
loss.  The survey was based on telephone 
interviews with 5,000 adults and was 
sponsored by Visa, Wells Fargo and 
CheckFree. 
 

STUDY:  MORE INTERNET 
JOURNALISTS BEING JAILED 

 
 Nearly one-third of journalists 
now serving time in prisons around the 
world published their work on the 
Internet, according to an analysis 
released by the Committee to Protect 
Journalists (CPJ).  For the second year in 
a row, CPJ’s annual survey found the 
total number of journalists in jail 
worldwide has increased.  There were 
134 reporters, editors and photographers 
incarcerated as of December 1, 2006 – 
nine more than a year ago.  That total 
includes 49 Internet journalists, 67 print 
journalists, eight TV reporters, eight 
radio reporters and two documentary 
filmmakers.  Among the 24 nations that 
have imprisoned reporters, China topped 
the list for the eighth consecutive year 
with 31 journalists behind bars, 19 of 
which are Internet journalists.  Cuba was 
second with 24 reporters in prison.  CPJ 
recorded the first jailing of an Internet 
reporter in its 1997 census. 
 
 
 
 
 

SURVEY: USERS KNOW HOW TO 
PROTECT PRIVACY, OR DO 

THEY? 
 

 A new survey documents that 86 
percent of American Internet users say 
they are knowledgeable about protecting 
their private information, and 57 percent 
say they consistently take steps to 
protect it. However, the survey by 
TRUSTe, an organization that helps 
identify trustworthy online 
organizations, and TNS, a market 
information group, reveals that only 28 
percent of respondents say they check 
for a privacy policy on web sites.  Only 
20 percent actually read the privacy 
policies posted, and a mere five percent 
check back to see if privacy policies 
have changed. The bad news revealed by 
the survey shows that only a minority of 
Internet users have implemented 
Truste’s recommended actions: only 45 
percent have a specific e-mail address 
reserved only for private 
communications; only 37 percent have 
backed up important files; only 33 
percent have e-mail addresses which do 
not reveal their identities; and only 33 
percent change passwords regularly. The 
good news revealed by the survey is 
that:  81 percent have used anti - virus 
and anti-spyware or firewall software 
and 67 percent have put in place 
measures to block pop-ups, reject 
cookies and reject certain sites. 
 

WI-FI GROUP SIMPLIFIES 
WIRELESS NETWORK SECURITY 

 
 The Wi-Fi Alliance, the industry 
group that promotes wireless 
technology, has certified products that 
will simplify the method of configuring 
the security settings between a wireless 
router, laptops and other devices.  The 
Alliance hopes that the simplification 
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will encourage more consumers to turn 
on the security features that already 
come standard with Wi-Fi equipment. 
The new system, called Wi-Fi Protected 
Setup, involves PINs, or personal 
identification numbers, that would come 
with each device, with a computer 
serving as the control center.  When the 
Pin is entered on the computer, the 
device is allowed on the network.  As an 
alternative, manufacturers can install 
buttons on their hardware.  To authorize 
a connection, the user would press the 
button on the router first, and then the 
button on the device.  While devices that 
consumers already own will be 
compatible with Wi-Fi Protected Setup 
products, the simplified security system 
will only be possible if both are set to 
the new specifications.  The 
specifications were developed by 
members of the Alliance, including 
Broadcom Corp. and Atheros 
Communications Inc. 
 
 

FTC ACKNOWLEDGES AGE 
FALSIFICATION RISK IN COPPA 

REPORT   
 

 The Federal Trade Commission 
(FTC) submitted a report to Congress 
about the first five years of the 
Children’s Online Privacy Protection 
Act (COPPA).  The FTC finds that the 
Act has been effective in protecting the 
privacy and security of young children in 
cyber space without unduly burdening 
web site operators.  The report, entitled 
Implementing the Children’s Online 
Privacy Protection Act, was submitted 
on February 27, 2007.  While the FTC 
report does not advocate revisions to 
COPPA, it does acknowledge that, since 
widespread age verification technology 
is not available, age falsification remains 
a risk on general audience web sites not 
intended for children’s use.  The full 
report may be accessed at 
http://www.ftc.gov/coppa/07COPPA_Re
port_to_Congress.pdf. 

 
 

LEGISLATION UPDATE 
 

DATA SECURITY 
 

 On January 3, 2007, Michigan 
Governor Jennifer Granholm signed into law 
a bill that requires state residents to be 
notified if the security of a database 
containing their personal information is 
compromised.  Businesses, as well as  
 
 
 
 
 
 

government agencies, would also have to 
notify consumers when a security breach puts  
personal information at risk. Failure to 
properly notify consumers of a security breach 
can result in a civil fine of up to $250 for each 
notification letter not sent, up to a maximum 
of $750,000.  
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TOOLS YOU CAN USE 
 
Investigating Electronic Crime 
 
A special report by the National Institute 
of Justice (NIJ) entitled, “Investigations 
Involving the Internet and Computer 
Networks,” was developed by its 
Technical Working Group for the 
Investigation of High Technology 
Crimes.  It can be accessed at:  
http://www.ncjrs.gov/pdffiles1/nij/21079
8.pdf. 
 
 
 
 
 
 
 
 

Police and Prosecutors’ Guide to 
Digital Evidence  
 
The guide, entitled “Digital Evidence in 
the Courtroom:  A Guide for Law 
Enforcement and Prosecutors,” was 
prepared by NIJ’s Technical Working 
Group for Digital Evidence in the 
Courtroom.  It discusses how digital 
evidence is used by law enforcement, 
how officers collect and process 
electronic data, guidelines for successful 
prosecution and how criminals use 
computers to steal information, commit 
fraud and stalk online. It can be accessed 
at:  
http://www.ncjrs.gov/pdffiles1/nij/21131
4.pdf. 
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ANNOUNCEMENTS 
 

AGENDA SESSIONS ANNOUNCED FOR 
FREE CYBER CRIME 101 TRAINING IN APRIL 

 
 

 Agenda sessions for Cyber Crime 101, a basic cyber crime course for attorneys 
who want to get up to speed on computer crimes and electronic evidence, have been 
announced.  The course will once again be offered at no charge to Attorneys General 
offices on April 24-26, 2007 at the University of Mississippi.   
 
 The course sessions are:  Child Pornography and Exploitation, Internet Auction 
Fraud, Internet Fraud and Phishing, Cyberstalking, Proactive Online Investigations, 
Prosecuting the Internet Fraud Case Without Going Broke, Computer Searches, Search 
Warrants, Warrantless Searches, the Electronic Communications Privacy Act and the 
Privacy Protection Act, Computer Forensics, Social Networking, Working with the 
National Center for Missing and Exploited Children and Working with Internet Service 
Providers.      
 
 Airfare to attend the training will be reimbursed, and most meals will be provided. 
The course, sponsored by the partnership between the National Association of Attorneys 
General and the National Center for Justice and the Rule of Law at the University of 
Mississippi School of Law, is ideal for new Attorneys General and Chief Deputies as 
well as prosecutors who will be joining a cyber crime unit or who need more experience 
with digital evidence.   
          
 A registration form is provided at the back of this e-newsletter for your 
convenience.  

 
 

  
 



 

 

 
NATIONAL ASSOCIATION OF ATTORNEYS GENERAL   

BASIC CYBER CRIME TRAINING 
April 24-26, 2007 

 APPLICATION FORM - RETURN BY MARCH 23, 2007  
 

**PLEASE NOTE:  THIS FORM IS NOT AN AUTOMATIC APPROVAL TO ATTEND THE TRAINING. 
APPROVAL NOTICE WILL BE SENT UNDER SEPARATE COVER** 

 
MEETING ID NO.  # 335   

 
Please use one form per registrant/nominee.  Complete all sections.   

 
Please return form to: National Association of Attorneys General, Attn: Marland Holloway, Cyber Crime Project Assistant, 
2030 M Street, N.W., 8th Floor, Washington, DC 20036 or Fax to (202) 331-1427. 
 

Name (as it should appear on badge):   Full Mailing Address: 
 

_____________________________________  __________________________________ 
             

Title: ________________________________  ___________________________________ 
 

Phone Number: _______________________  ___________________________________ 
 

Fax Number: _________________________ 
   
E-mail: ______________________________   

 
Attorney General Office: ___________________________________  

 
 
 
   
 
 
 Travel By (Check one):    Air_____ Rail ______ Car______   
 

 
State Bar registration number(s)    State ______ Number _________ 
(For CLE credit) 
        State ______ Number _________ 

 
 
Dietary Restrictions?  If so describe:     ______________________________________________ 
 
 
Special Requests  If you require special services or auxiliary aids to assist you while attending the meeting and 
events during the Cyber Crime Training, such as sign-language interpreters, note-takers, large print materials or 
Braille materials, please contact Marland Holloway, Cyber Crime Project Assistant, at 202-326-6262 or by email at 
mholloway@naag.org. NAAG will make suitable arrangements. 
 

 
(NAAG Use Only): 
 
This Nominee Has Been Approved To Attend This Training:    Yes (_____) No (_____) 


