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The Cyber Crime Newsletter is developed under the Cyber Crime Training Partnership between the National Association of 
Attorneys General (NAAG) and the National Center for Justice and the Rule of Law (NCJRL) at the University of Mississippi 
School of Law.  It is written and edited by Hedda Litwin, Cyber Crime and Violence Against Women Counsel 
(hlitwin@naag.org, 202-326-6022).  
 
This project was supported by Grant No. 2000-DD-VX-0032 awarded by the Bureau of Justice Assistance.  The Bureau of Justice 
Assistance is a component of the Office of Justice Programs, which includes the Bureau of Justice Statistics, the National Institute 
of Justice, the Office of Juvenile Justice and Delinquency Prevention, and the Office of Victims of Crime.  Points of view or 
opinions in this document are those of the authors and do not represent the official position of the United States Department of 
Justice. 
 
The views and opinions of authors expressed in this newsletter do not necessarily state or reflect those of the National Association 
of Attorneys General (NAAG).  This newsletter does not provide any legal advice and is not a substitute for the procurement of 
such services from a legal professional.  NAAG does not endorse or recommend any commercial products, processes, or services.  
Any use and/or copies of the publication in whole or part must include the customary bibliographic citation. NAAG retains 
copyright and all other intellectual property rights in the material presented in the publications. 
 
In the interest of making this newsletter as useful a tool as possible for you, we ask that you keep us informed of your efforts.  
Additionally, we would like to feature articles written by you.  Please contact us with information, proposed articles and 
comments about this newsletter.  Thank you. 
 
 

 

INTERNET VICTIMIZATION 
CONFERENCE SET FOR APRIL 

 
 A training conference entitled “Prosecut-
orial Responses to Internet Victimization” will be 
held on April 4-6, 2006 at the University of 
Mississippi School of Law in Oxford.  Hosted by 
the National Association of Attorneys General 
(NAAG) and the National Center for Justice and 
the Rule of Law (NCJRL) at the University of 
Mississippi, the conference will focus on how the 
Internet has changed the dimensions of Internet  

 
victimization and how prosecutors should respond 
to those changes. A unique element of the 
conference is that the proceedings, including 
articles written specifically for the conference by 
speakers, will be published as a symposium in the 
Mississippi Law Journal.   A prosecutor from 
every Attorney General’s office will be eligible to 
attend, and the NAAG-NCJRL partnership will 
pay their travel expenses. More information about 
the conference, including nomination forms to 
attend, will be available in early 2006.       

   

 

   AG INITIATIVES 
 

MULTI-STATE 
 
 Attorneys General Jon Bruning of 
Nebraska and Eliot Spitzer of New York reached 
an agreement with Yahoo, Inc. whereby the 
company will bar chat rooms that promote sex 
between minors and adults and restrict all chat 
rooms to users 18 years of age and older.  Attorneys 
General Bruning and Spitzer had both launched 
investigations after receiving tips that children had 
unfettered access to chat rooms.  Although Yahoo 

had voluntarily closed its user- created chat rooms 
following complaints, the agreement calls for 
Yahoo to review the names of such rooms in 
advance and reject any deemed inappropriate if 
those chat rooms are restored.  Even if a room’s 
name is innocuous, Yahoo will also bar any whose 
postings encourage sex acts between adults and 
minors, purging such chat rooms within 24 hours of 
becoming aware of them.  The company also is 
eliminating the teen chat category.  Under the 
agreement, Yahoo will also make it easier to report 
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any threats to child safety, give priority to such 
complaints and designate specific employees to do 
so.  The company will also develop educational 
materials and feature them on the Yahoo network, 
promoting the safe use of chat rooms.   
 

Forty-seven Attorneys General, in 
addition to the Hawaii Office of Consumer 
Protection, sent a letter to Congressional leaders 
urging them to adopt strong security breach 
notification and security freeze legislation.  The 
letter urges Congress to pass legislation that 1) 
requires security breach notification to consumers 
that provides timely and useful information about 
security breaches; 2) includes security freeze 
provisions that give meaningful protection to 
consumers who wish to protect themselves from 
identity theft; 3) enables enforcement by state 
Attorneys General of any federal security breach 
notification or security freeze legislation; and 4) 
does not preempt the power of states to enact and 
enforce state security breach notification and 
security freeze laws.  The Attorneys General of 
Alaska, Arizona, Arkansas, California, Colorado, 
Connecticut, Delaware, District of Columbia, 
Georgia, Hawaii, Idaho, Illinois, Iowa, Kentucky, 
Louisiana, Maine, Maryland, Massachusetts, 
Michigan, Minnesota, Mississippi, Missouri, 
Montana, Nebraska, Nevada, New Hampshire, New 
Jersey, New York, North Carolina, North Dakota, 
Northern Mariana Islands, Ohio, Oklahoma, 
Oregon, Pennsylvania, Puerto Rico, Rhode Island, 
South Carolina, South Dakota, Tennessee, Texas, 
Utah, Vermont, Washington, West Virginia, 
Wisconsin and Wyoming were signatories.     
 
 
FLORIDA 
 
 Attorney General Charlie Crist’s new 
CyberCrime Unit arrested Karel Ikbala, a 20-year-
old sailor in the U.S. Navy currently assigned to the 
U.S.S. Kennedy, after seizing multiple images of 
child pornography from his home computer.  Unit 
investigators used covert Internet search methods to 
locate the images.  A search warrant was then 
executed at Ikbala’s residence, with the assistance 
of the Jacksonville Sheriff’s Office and the U.S. 

Immigration and Customs Enforcement, and the 
images were seized.  Ikbala was charged with one 
count of promoting the sexual performance of a 
child and four counts of possession of child 
pornography, and he faces a maximum prison 
sentence of 30 years if convicted on all counts.  The 
case will be prosecuted jointly by Attorney General 
Crist’s office and the Fourth Circuit State 
Attorney’s Office.          
 
  
IDAHO 
 
 Attorney General Lawrence Wasden, 
together with Secretary of State Ben Ysura, 
launched ProtecTeens, a statewide effort to inform 
and assist parents regarding the dangers of online 
sexual predators.  ProtecTeens consists of a 21-
minute video presentation, Attorney General 
Wasden’s Internet Safety Manual, the Family 
Contract for Internet Safety and information about 
parental control software.  First Lady Patricia 
Kempthorne, the state Prosecuting Attorneys 
Association, Sheriffs Association, Chiefs of Police 
Association, Internet Crimes Against Children Task 
Force, Medical Association, Department of 
Education, School Boards Association, Association 
of School Administrators and the Parent Teacher 
Association are additional partners in ProtecTeens.  
Attorney General Wasden made a series of nine 
presentations on ProtecTeens to Rotary and Kiwanis 
Clubs, where he distributed a “take-home” copy of 
the ProtecTeens CD to the audience.  Partner 
organization members will also receive a copy of 
the CD and may be available to present ProtecTeens 
in their communities.     
 
 
ILLINOIS 
 
 Attorney General Lisa Madigan sued 
Chicago Diamonds Inc., a jewelry store, for the 
intentional copycatting of a web site address to lure 
business away from competitors, a practice known 
as typosquatting.  The suit alleges that the jeweler 
was deceiving online shoppers with a redirect that 
was almost identical to several other jewelry web 
site addresses.  If a consumer misspelled a URL, the 
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user would likely be redirected to diamonds-
chicago.com, the jeweler’s web site. 
The practice is put into operation by purchasing 
domain names very similar to competitors, often 
with only one letter missing or switched, and thus 
redirect the user to the purchaser’s own web site.  
Chicago Diamonds could face a penalty of $50,000 
for each infraction, and Attorney General Madigan 
seeks an injunction to have all typosquatted URLs 
turned over to the jeweler’s competitors.    
 
 
LOUISIANA 
 
 Attorney General Charles Foti, Jr. 
secured three convictions against men  charged with 
attempting to engage in sexual activity with 
underage girls.  Steven Hood, a dance instructor, 
was arrested by Attorney General Foti’s Special 
Agents after they learned he had developed an 
online relationship with one of his underage female 
students. He was convicted of one count of 
Attempted Felony Carnal Knowledge of a Juvenile 
and sentenced to 54 months in prison, of which a 
portion was suspended, and placed on probation for 
four years after his release.  Hood must register as a 
sex offender, and during his probation he is 
prohibited from using the Internet and from 
teaching dance lessons to anyone under the age of 
20.   Nerio Atencio, a Louisiana State University 
(LSU) student from Venezuela, was arrested by 
Special Agents when he arranged to meet who he 
believed to be a 14-year-old female for sexual 
purposes.  He was convicted on one charge of 
Attempted Felony Carnal Knowledge of a Juvenile 
and will be sentenced in early 2006.  Finally, 
Christopher McAllister, an LSU graduate student, 
was convicted on felony Obscenity charges 
stemming from his chatting in a sexually explicit 
manner on the Internet with an undercover agent 
who he believed to be a 14-year-old girl.  He was 
placed on probation and ordered to pay a fine of 
$1,000, as well as submit to a psychological 
examination. 
       
 
 
 

MARYLAND 
 
 Attorney General J. Joseph Curran, Jr. 
issued a cease-and-desist order to Infinity Financial 
Investment Corp., WallStreet-Analysis Investments 
and their principal, Michael Luther, for violating the 
state’s security laws by operating a web site that 
promoted an unregistered investment plan and 
portfolio fund, as well as offering investment advice 
related to both.  The order will prevent them from 
soliciting investors until a hearing can take place.  
Attorney General Curran alleges that the two firms 
sold shares in the WallStreet-Analysis Total Return 
Fund but did not return invested funds despite 
assertions that the investor account showed a profit.  
Their site also claims a performance record for 
WallStreet-Analysis showing a one-year rate of 
return of 12.3 percent, but elsewhere claims a return 
of 34.76 percent to fund holders and does not 
identify the principals who achieved returns.         
 
 
MASSACHUSETTS 
 
 Attorney General Tom Reilly obtained a 
judgment permanently barring three out-of-state 
online weapons sellers from shipping illegal 
weapons to Massachusetts consumers.  Under 
Massachusetts law, the sale or possession of certain 
weapons is illegal. The three defendants, C&M 
Enterprises of Georgia, Copgear.net of Texas and 
Martial Arts Gear, Inc. of Louisiana, were sued by 
Attorney General Reilly following an undercover 
sting.  The judgment also requires the companies to 
place postings on their web sites stating that they do 
not ship weapons into Massachusetts.  They must 
also incorporate software that blocks orders to 
Massachusetts addresses.  The judgment also 
requires C & M Enterprises and Copgear.net to each 
pay $35,000 in penalties to the Commonwealth, 
while Martial Arts Gear, Inc. must pay $30,000.  
Assistant Attorneys General David Monahan and 
Scott Shafer of Attorney General Reilly’s Consumer 
Protection and Antitrust Division handled these 
cases.   
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MICHIGAN 
 
 Attorney General Mike Cox’s 
investigators arrested George Vandenberg for using 
the Internet to commit child sexual abuse.  He was 
arraigned on one count of Child Sexually Abusive 
Activity and one count of Using a Computer to 
Commit a Crime.  Attorney General Cox alleges in 
the complaint that Vandenberg used the Internet to 
contact what he believed was a 14-year-old girl to 
arrange a sexual encounter.  He was arrested when 
he traveled to meet the online persona.            
 
 
NEW MEXICO 
 
 Attorney General Patricia Madrid 
demonstrated her New Mexico Cyber Tipline at 
Albuquerque High School.  The Tipline, accessible 
at www.NMCyberSafety.org, allows the public to 
file reports with information on incidents of contact 
with online sexual predators.  Reports can be filed 
anonymously or by someone other than the victim.  
Reports will be collected by Attorney General 
Madrid’s Internet Crimes Against Children (ICAC) 
unit for review and investigation. 
 
 
NEW YORK 
 
 Attorney General Eliot Spitzer reached an 
agreement with eBay whereby the online auctioneer 
will block the sale and shipment of stun guns and 
other illegal weapons to New York residents.  
Investigators from Attorney General Spitzer’s 
office, posing as ordinary customers, were easily 
able to buy 16 stun guns, including a $400 Air 
Taser that delivers a 50,000 volt disabling shock, 
from 16 different sellers on eBay.  The sellers, 14 of 
whom are from outside New York, are believed to 
have sold more than 1,100 stun guns to New 
Yorkers from September 2003 to August 2005.  
Under the agreement, New York residents who bid 
on an illegal weapon will receive an electronic 
warning from eBay that the transaction is illegal and 
that any purchase will be reported to authorities.  
EBay has also sent letters to stun gun sellers to warn 
them that the sale of such weapons in New York is 

illegal.  The company also agreed to suspend 
retailers who violate New York laws.    
 
 
OHIO     
 
 Attorney General Jim Petro teamed up 
with state sheriffs to launch a new system that 
automatically sends e-mails to residents when a 
registered sex offender moves into their 
neighborhood.  Residents can sign up through 
Attorney General Petro’s web site or through a 
county sheriff’s site.    
 
 
OREGON 
 
 Attorney General Hardy Myers 
announced a new web-based child support status 
initiative under his Child Support Program.  Parents 
who are served by the Oregon Child Support 
System may access online case records, including 
payments received and distributed, case balance and 
the history of child support orders.  The system 
requires parents with child support cases to provide 
basic case-sensitive information to access individual 
records.  Judges and attorneys seeking information 
on pending legal actions may use the party’s data to 
obtain general information about the case status.  
The Child Support Program web site is 
www.dcs.state.or.us. 
 
 
RHODE ISLAND 
 
 Attorney General Patrick Lynch charged 
Thomas Byrne, owner of a local coffee shop, with 
felony video voyeurism for allegedly taking 
intimate photographs of a 10-year-old girl.  Police 
discovered the photographs on Byrne’s digital 
camera, along with images of more than 50 
“unsuspecting” adult women.  The case is the first 
under Rhode Island’s new video voyeurism law.   
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TEXAS 
 
 Attorney General Greg Abbott’s Cyber 
Crimes Unit arrested Raymond Landry, Jr., a 
University of Texas-Pan American associate 
professor, for online solicitation of a teenaged girl.  
Landry had begun chatting online with a Unit 
investigator who was posing as a 13-year-old 
female in Austin.  After proposing a meeting, 
Landry purchased a bus ticket for the “girl” to meet 
him in McAllen.  He was arrested while he waited 
at a bus station for the “girl” to arrive.  This is the 
first Unit arrest in which a predator arranged for the 
potential victim to travel to him. 
 
 

WASHINGTON  
 
 Attorney General Rob McKenna 
announced that AvTech Direct, a California 
marketing firm, was ordered to pay $3 million in 
civil penalties and $375,000 in restitution to the 
Seattle School District for sending 1,500 junk e-
mails.  Attorney General McKenna’s office sued the 
company for allegedly sending unsolicited e-mails 
to employees of schools, hospitals and other 
nonprofit organizations.  Each e-mail constituted a 
violation of the state Consumer Protection Act.  
This was Washington’s first lawsuit under the 
federal Can-Spam Act. 
     

 
l-r:  Tom Clancy, Director of the National Center for Justice and the Rule of Law at the University of Mississippi; Jim Hood, Attorney 
General of Mississippi; Senator Thad Cochran of Mississippi; and Charles Foti, Jr., Attorney General of Louisiana.  

 
SENATOR COCHRAN RECEIVES NAAG AWARD 

 
 Senator Thad Cochran of Mississippi received an award from the National Association of 
Attorneys General (NAAG) in appreciation for his support for law enforcement efforts in fighting cyber 
crime.  The award was presented by Attorney General Jim Hood of Mississippi on December 14, 2005 in 
the Senator’s office.  In attendance were Attorney General Charles Foti, Jr. of Louisiana; Lynne Ross, 
NAAG’s Executive Director; Tom Clancy, Director of the National Center for Justice and the Rule of Law 
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at the University of Mississippi; Brad Davis, counsel to Senator Cochran; Hedda Litwin, NAAG’s Cyber 
Crime Counsel; and Alexandra Siclait, NAAG’s Communications assistant.       

 
     IN THE COURTS 
 

 
Federal Computer Fraud Statute 
Permits Civil Suits Asserting 
Vicarious Liability 
Charles Schwab & Co., Inc. v. Carter, 
No. 04 C 7071 (ND Ill. Sept. 27, 2005) 
 
Losses Not Related to Computer 
Impairment Are Not Compensable 
Under Computer Fraud and Abuse 
Act  
Civic Center Motors, Ltd. v. Mason 
Street Import Cars, Ltd., No. 04 CIV 
8875 (S.D.N.Y. September 6, 2005) 
 
Authorized Access to Information 
Stolen by Agent Does Not Create 
Computer Fraud and Abuse Act 
Liability 
SecureInfo Corp. v. Telos Corp., No. 
1:05-cv-00505-GBL-TCB (ED Va. 
September 9, 2005) 
 
Plaintiff in Defamation Action 
Involving Statements Posted on an 
Internet Blog Must Satisfy “Summary 
Judgment” Standard Before 
Obtaining Identity of Anonymous 
Poster   
Doe No. 1 v. Cahill, No. 266 (Del. 
October 6, 2005) 
 
A French Court’s Award of Damages 
to Fashion Designers Who Claimed 
That a U.S. Web Site Operator Posted 
Their Designs on the Internet Without 
Authorization is Not Enforceable in 
American Courts.   

Sarl Louis Feraud International v. 
Viewfinder, Inc., No. 04 Civ. 9760 
(S.D.N.Y. October 6, 2005) 
 
The Fair and Accurate Credit 
Transaction Act Preempts Parts of 
California’s Financial Privacy Law  
American Bankers Association v. 
Lockhart, No. 04-0778 (E.D. Cal. 
October 3, 2005) 
 
Production of All Information on 
Defendant Teacher’s Home 
Computers Would Violate Fifth 
Amendment Right Against Self-
Incrimination and Right of Privacy  
Menke v. Broward County School 
Board, 2005 WL 2373923 (Fla. 4th Dist. 
Ct. App.Sept. 28, 2005) 
 
Busy Computer Supply Web Site Was 
Clearly Doing Business in Forum  
NCR Corp. v. PC Connection, Inc., 384 
F.Supp. 2d 1152 (S.D. Ohio August 24, 
2005)  
 
Owner of Jet Ski Business Who 
Injected Himself Into Internet News 
Group Discussion of His Ski 
Modifications Was Public Figure for 
Purposes of Defamation Suit  
Hibdon v. Grabowski, No. M2004-
01050 (Tenn. Ct. App. September 27, 
2005) 
 
Court Cannot Exercise Jurisdiction 
Over “Barely More Than Passive” 
Web Site  
Larochelle v. Allamian, No. 02-L-380 
(N.D. Ill.  September 21, 2005) 
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Welcome Message on Child 
Pornography Site Supported Probable 
Cause to Search Member’s Computer   
United States v. Martin, No. CR 02-730 
(E.D.N.Y. Mar. 12, 2003), aff’d on 
reh’g, No. 04-1600 (2nd Cir. August 4, 
2005) 
 
Court Order Directing Party to 
Produce Electronic Spreadsheets as 
They Are Kept in Ordinary Course of 
Business Requires Producing Party to 
Produce Those Documents With 
Metadata Intact     
Williams v. Sprint/United Management 
Co., 2005 WL 2401626 (D. Kan. 
September 29, 2005) 
 
Web Disclaimer Was Sufficient to 
Defeat Inference That Site Was Doing 
Business in Forum 
Tomlinson v. H&R Block, Inc., 2005 
U.S. App. LEXIS 22154 (10th Cir. 2005) 
 
Cellular Short Message Service (SMS) 
Messages Are Subject to the 
Telephone Consumer Protection Act    
Joffe v. Acacia Mortgage Corp., No. 1 
CA-CV02-0701 (Ariz. Ct. App. 
September 20, 2005) 
 
Insurance Customer’s “Gripe Site” is 
Protected Free Speech, Not 
Defamation 
Penn Warranty Corp. v. DiGiovanni, 
No. 600659/04 (N.Y. Sup. Ct. October 
28, 2005) 
 
Use of Cell Phone to Track Target is 
Subject to Probable Cause Standard  
In re Application for Pen Register and 
Trap/Trace Device With Cell Site 
Location Authority, No. H-05-557M 
(S.D. Tex. October 14, 2005) 
 

Government is Not Entitled to Cell 
Phone Location Data Absent Probable 
Cause 
In re Application of the United States for 
an Order (1) Authorizing the Use of a 
Pen Register and a Trap and Trace 
Device and (2) Authorizing Release of 
Subscriber Information and/or Cell 
Phone Location, No. 05-1093 (E.D.N.Y. 
October 24, 2005) 
 
Orders For “Pen Registers,” Tracing 
Devices to ISPs Must Also Specify 
What Information May Not Be 
Disclosed    
In re Application of the United States of 
America for an Order Authorizing the 
Use of a Pen Register and Trap on (xxx) 
Internet Service Account/User Name, 
No. MO499RbC (D. Mass. October 25, 
2005)  
 
Fact That Site Allows Users to 
Contract for Services and Check 
Account Status Supports Jurisdiction   
 Asmar v. Benchmark Literacy Group, 
No. 04-70711 (ED Mich October 11, 
2005) 
 
Elected Official Claiming Defamation 
by an Anonymous Blogger Cannot 
Use a Lawsuit to Discover the 
Blogger’s Identity Without 
Substantial Evidence to Prove His 
Claim  
John Doe No. 1 v. Cahill, No. 266 (Del. 
October 5, 2005) 
 
Legal Doctrine of Trespass to Chattels 
Applies to the Interference Caused to 
Home Computers by Spyware   
Sotelo v. DirectRevenue, LLC, No. 
05C2562 (ND Ill. August 29, 2005) 
 
California-Based Web Site That 
Allegedly Defamed Illinois Resident 
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Cannot Be Sued in Illinois Where Site 
is Passive    
Jackson v. California Newspapers 
Partnership, 2005 WL 2850116 (ND Ill. 
October 27, 2005) 
 
The Computer Fraud and Abuse Act’s 
Private Cause of Action Provision 
Permits the Award of Both Damages 
and Injunctive Relief 
P.C. Yonkers, Inc. v. Celebrations the 
Party and Seasonal Superstore, LLC, 
No. 04-4254P (3rd Cir. November 7, 
2005) 
 
Officers and Employees of Sites 
Participating in Affiliate Web Site 
Program Are Not Subject to 
Jurisdiction in Wisconsin  
Lands’ End, Inc. v. Remy, 2005 WL 
2932224 (WD Wis. November 4, 2005)  
 
Doctrine of Primary Jurisdiction Bars 
Consideration of Misrouting Claims to 
the Extent They Concern Traffic That 
Uses Internet Protocol  
Southern New England Telephone Co. v. 
Global NAPS, Inc., No. 3-04-cv-2075 
(D. Conn., October 25, 2005)   
 
Complaint Alleging Distribution of 
Video Recording Via E-Mail States a 
Claim for Unauthorized Interception 
and Disclosure Forbidden by the 
Federal Wiretapping Statute  
Doe v. Smith, No. 05-1903 (7th Cir. 
November 21, 2005) 
 
Promise by ISP Employee to Remove 
Content is No Basis to Override 
Section 230 Immunity   
Barnes v. Yahoo! Inc., 2005 WL 
3005602 (D. Or. November 8, 2005) 
 
“Fee Disclosure” Aspect of Electronic 
Funds Transfer Act Claim Barred by 
Limitations, But “Error Resolution” 

Portion of Claim Survives Summary 
Judgment 
Berenson v. National Financial Services, 
LLC, No. 04-11311 (D. Mass. October 
31, 2005) 
 
Serving Process by E-Mail Permitted 
Where Overseas Defendant Proves 
Elusive  
Williams v. Advertising Sex LLC, 2005 
WL 2837574 (ND W. Va. October 25, 
2005) 
 
Attorney Disciplined for Pleading 
Guilty to Unauthorized Computer 
Access by Installing and Using E-Mail 
Spyware Program  
In re Petition for Disciplinary Action 
Against Kristine Katherine Trudeau, No. 
A05-1616 (Minn. November 7, 2005) 
Note:  The Editor thanks Linda Jensen of 
the Office of the Minnesota Attorney 
General for this cite. 

 
 

ID THEFT TRAINING 
HIGHLIGHTS LAWS, 

STRATEGIES 
 

 Computer-facilitated identity 
theft was the subject of a training for 
prosecutors held on November 1-3, 2005 
as part of the training series sponsored 
by the National Association of Attorneys 
General (NAAG) and the National 
Center for Justice and the Rule of Law 
(NCJRL) at the University of 
Mississippi.  At the training, Aaron 
Kornblum, Internet Safety Enforcement 
Attorney for Microsoft spoke about 
phishing and pharming.  Federal identity 
theft laws, as well as federal 
enforcement efforts, were covered by 
Joanna Crane, Manager of the Identity 
Theft Program at the Federal Trade 
Commission.  One of the high tech 
solutions discussed was the use of 
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biometrics, presented by Victor Lee, a 
consultant with the International 
Biometrics Group.  Attendees from 
Attorney General offices also 
participated in the training, with Todd 
Lawson of the Arizona Attorney 
General’s office and Richard Hamp of 
the Utah Attorney General’s office 
discussing state enforcement efforts; 
Alice Maples of the Alabama Attorney 

General’s office and Denise Barton of 
the Massachusetts Attorney General’s 
office covering state legislation; and 
Robin McGuire Rose of the Ohio 
Attorney General’s office presenting 
their office’s Identity Theft Passport 
Program.  As with previous trainings, 
attendee travel expenses were paid under 
the NAAG-NCJRL partnership.          
 

 

  NEWS YOU CAN USE 
 

JUDICIAL SURVEY :  E-FILING GAINING 
MOMENTUM 

 
 A survey of more than 1,500 state trial judges 
by the National Judicial College found that 76 percent 
said their clerks would support e-filing, and 89 percent 
said that lawyers would also support e-filing.  While 
most judges said that e-filing would improve access to  
information, increase efficiency for clerks and reduce 
the amount of storage needed for court records, 48 
percent said they weren’t familiar with it.  The judges 
agreed they would like to learn more about rules and 
procedures regarding electronic systems.  Only 16 
percent had e-filing in their courts, although the study 
found that e-filing has grown by 12-15 percent a year.  
The study, “Judicial Survey:  Electronic Filing in U.S. 
State Trial Courts,” may be accessed at 
http://www.lexisnexis.com/efiling/NJC-E-filing-survey-
060705.pdf. 
 
 

RESEARCH PAPER:  KEYBOARD CLICKS 
REVEAL WHAT IS TYPED 

 
 Electronic equipment that costs less than $10 
can reveal what is typed on keyboards simply by 
recording keystroke sounds, according to a paper 
released by three researchers.  Doug Tygar, a professor 
of computer science at the University of California, 
Berkeley, and two PhD students, the husband-and-wife 
team of Feng Zhou and Li Zhuang, outlined how they 

used off-the-shelf tools to record keystroke 
sounds, then turn them into a transcript that is 
accurate 96 percent of the time.  Their research is 
based on the fact that each key makes a slightly 
different sound when struck because of the angle 
at which it’s pressed and its location above the 
keyboard sounding plate.  Once the different 
sounds had been recorded, the researchers 
separated them into classes, then mapped them to 
the most likely keystrokes based on the English 
language’s constraints, including the limited 
number of key combinations to make words 
because of its grammar.  Finally, they used 
spelling and grammar checking software to refine 
the transcriptions.  A copy of the paper may be 
accessed at 
http:/www.ca.berkeley.edu/%7Etygar/papers/Key
board_Acoustic_Emanations_Revisited/preprint.p
df. 
 
 

TRAVEL INDUSTRY DOMAIN IN 
OPERATION 

 
 A new domain for the travel industry, 
.travel, is now available to be registered for use in 
web sites and e-mail addresses by airlines, theme 
parks, restaurants, tourism offices and other travel 
and tourism industries.  To prevent overlap with 
.aero, an existing domain for the aviation industry, 
airports and aerospace companies are not eligible 
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for the new domain. The domain is operated by New 
York-based Tralliance Corporation, a unit of 
Theglobe.com, an Internet communications company.  
Companies registering can use their names 
immediately, although it may take time to update all of 
the necessary Internet directories.  Web sites that 
already have a .com name are likely to keep it and 
automatically redirect visitors to the new .travel site 
instead. 
 
 
INDUSTRY REPORT:  DIGITAL MUSIC SALES 

HAVE TRIPLED 
 

 The market for music downloads and other 
digital forms of music has more than tripled in a year, 
helping to offset a continuing decline in CD sales and 
other physical formats, according to a report by the 
International Federation of Phonographic Industry 
(IFPI).  IFPI estimated that digital music sales were 
$790 million in the first half of 2005, equivalent to six 
percent of industry sales, compared to $220 million in 
the same period last year. Recorded music sales fell 1.2 
percent to a retail value of $13.2 billion in the first half 
of 2005.  Sales of physical formats fell 6.3 percent in 
value during that period to $12.4 billion.  The digital 
boom was largely driven by sales in the top five 
markets:  the United States, Britain, Japan, Germany 
and France, according to IFPI.   
 
 

WIRELESS PHILADELPHIAS CHOOSES 
EARTHLINK 

 
 Internet service provider Earthlink was chosen 
by Wireless Philadelphia, a city-created nonprofit 
organization, to deploy a high speed wireless network 
to serve the city.  Under the terms of the proposal, no 
city or taxpayer dollars will be used.  Earthlink, which 
is partnering with Motorola, Canopy and Tropos 
Networks, will cover all of the costs of constructing, 
deploying and maintaining the network, which will be 
fully operational by the fourth quarter of 2006.  
Earthlink will rent space on the network to multiple 
ISPs and community organizations, such as colleges, 
who in turn will sell high speed Internet access to city 
residents for about $20 per month ($10 per month for 

lower income households).  Occasional access for 
business travelers and visitors to the city will also 
be available for a fee, and free access will be 
available in some parks and public spaces.   
Wireless Philadelphia will receive a portion of the 
fees collected by Earthlink, which it will use to 
support programs addressing the digital divide 
and economic development.  The organization is 
negotiating a seven to ten year contract with 
Earthlink and needs city council approval to 
mount between 3,500 and 4,000 devices on city 
telephone poles to operate the network.  The total 
cost of deploying, operating and maintaining the 
network had been estimated at $15-18 million, of 
which $10 million was for infrastructure. 
 
And more city wireless news… 
 
 

NEW ORLEANS LAUNCHES FREE 
WIRELESS INTERNET 

 
          New Orleans is offering the nation’s first 
free wireless Internet network owned and run by a 
major city in an effort to boost its stalled 
economy.  The system started operation in the 
central business district and French Quarter and is 
planned to be available throughout the city in a 
year.  It uses “mesh” technology to pass the 
wireless signal between street light poles, rather 
than having each WiFi transmitter plugged 
directly into a physical network cable.  In that 
way, laptop users will be able to connect even in 
areas where the wireline phone network will take 
time to restore.  Most of the $1 million in 
equipment was donated by three companies:  Intel 
Corp., Tropos Networks Inc. and Pronto 
Networks.  The companies also plan to donate 
equipment for the citywide expansion.  Tropos is 
connecting the system to the Internet at no charge.  
The system will provide download speeds of 512 
kilobits per second (kbps) as long as the city 
remains under a state of emergency, but the 
bandwidth will be slowed to 128 kbps in 
accordance with a limit set by Louisiana law once 
the city’s state of emergency is lifted.  The service 
will remain free for residents and businesses after 
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the state of emergency ends.  Users will have to sign up 
with the city for an account.     
 
 
UN INTELLECTUAL PROPERTY AGENCY TO 

ALLOW AUDIT 
 

          The World Intellectual Property Agency (WIPO), 
the United Nations agency that oversees intellectual 
property rights, assigned an independent external 
auditor to investigate its books following allegations of 
mismanagement and bribery.  The review will be 
supervised by the Swiss Federal Audit Office, which 
will assign the auditor. WIPO’s general assembly also 
decided to create an internal audit committee to ensure 
the agency is properly run and help implement findings 
by the United Nation’s inspection units.  In addition, 
WIPO will set up a permanent internal audit division 
with a professional auditor to improve internal 
management.  These auditing moves come six months 
after the U.S. and other governments called for a full 
investigation by the organization.   
 
 

REPORT:  AUTOCRATIC GOVERNMENTS 
FILTER INTERNET 

 
          A report from the OpenNet Initiative, a human 
rights project linking researchers from the University of 
Toronto, Harvard Law School and Cambridge 
University in Britain raises questions about the use of 
filtering technologies, often developed by Western 
companies, by autocratic governments who want to 
control what their citizens see on the Internet.  As with 
their six previous reports, Initiative researchers 
combined a variety of network interrogation tools and 
the cooperation of an anonymous volunteer in 
Myanmar to test the accessibility of various web sites.  
In Myanmar, sites which offer free e-mail services, 
such as Hotmail, were routinely blocked, forcing 
Myanmar citizens to use one of the two officially 
approved (and easily monitored) ISPs for their e-mail.  
Of 25 sites dealing with Burmese political information 
and content, such as burmalibrary.org and 
freeburmacoalition.com, 84 percent were blocked.  The 
study suggests that Myanmar has recently migrated 
from an open source filtering technology to a 

proprietary system called Fortiguard, developed 
by Fortinet of Sunnyvale, California.  That 
upgrade, which appears to have taken place as the 
OpenNet researchers were conducting their 
analysis, may have made censorship even more 
efficient and widespread than reflected in the 
survey.   
 
 
GOOGLE COMMITS NEARLY $1 BILLION 

TO PHILANTHROPY 
 

         Google Inc. committed nearly $1 billion to 
the Google Foundation, its philanthropic arm, 
over the next 20 years.  The company is pegging 
its total commitment to the value of company 
shares and expects the value of its commitment to 
fluctuate with its stock.  Thus, the company will 
funnel more money into the foundation if the 
stock continues to rise.  To start, the company is 
endowing the foundation with $90 million and 
budgeting another $175 million to invest outside 
the foundation.  Of those funds, several million 
dollars will be donated to the Acumen Fund, a 
nonprofit venture.  The foundation is also backing 
separate projects working to protect the water 
supply in rural Africa and to promote business 
startups in Ghana. 
 
 

REPORT:  ALL TIME HIGH FOR NEW 
PHISHING SITES 

 
          The number of new phishing sites reached 
an all time high of 5,259, but the number of 
reported new phishing campaigns declined, 
according to a report by the Anti-Phishing 
Working Group (APWG), which monitors 
phishing trends.  In addition, the number of days a 
phishing site remains online dropped to an 
average of 5.5 days, a sign that countermeasures 
against fraudulent web sites are being enacted 
with increased speed.  In addition, banks and 
other organizations are doing pre-emptive 
analyses of their own web logs to make sure they 
are not being copied for a counterfeit site.  APWG 
is in the process of automating how it compiles 
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statistics on phishing, crimeware and online identity 
theft problems.  Much of the checking of questionable 
web sites by APWG is currently done by sorting 
through the submitted data manually. 
 
 

NIGERIA ENLISTS MICROSOFT TO FIGHT 
SPAM SCAMS 

 
          Microsoft is providing Nigeria’s Economic and 
Financial Crimes Commission (EFCC) with technical 
expertise, training and other security resources to help 
track down and prosecute criminals involved in e-mail 
scams and other Internet-based fraud.  Although 
Nigeria was initially slow in responding to the problem 
of e-mail scammers operating in the country, the EFCC 
is now at the forefront of that battle.  It has arrested 
more than 1,000 people, brought 300 prosecutions and 
seized one billion dollars in assets, but that has only 
resulted in 17 convictions to date.  Microsoft’s 
agreement with the Nigerian government is part of the 
company’s wider security strategy, which includes 
rewards for bringing prosecutions against virus writers.  
The partnership with Nigeria has already led to the 
closure of three ISPs in Nigeria that were being used by 
scammers. 
 
 

BANKS ORDERED TO TIGHTEN INTERNET 
SECURITY 

 
         The Federal Financial Institutions Examination 
Council sent a letter to banks ordering them to tighten 
their Internet security procedures by the end of 2006 to 
help thwart identity theft.  Banks were told that it is not 
sufficient to permit online access with a single form of 
identification, such as a password or personal 
identification number.  Instead, banks will be expected 
to require at least two forms of authentication.  The 
second form can include such things as tokens that 
generate unique numeric passwords every 60 seconds, 
smart cards that people insert into computers or 
biometrics that can identify fingerprints or handwriting.  
The council is composed of the Federal Deposit 
Insurance Corporation, the Federal Reserve, the U.S. 
Comptroller of the Currency, the Office of Thrift 

Supervision and the National Credit Union 
Administration.   
 
 

NET PIRATES TO FACE STIFFER 
PENALTIES 

 
          The U.S. Sentencing Commission approved 
an emergency set of rules that would boost prison 
sentences by approximately 40 percent for people 
convicted of peer-to-peer infringement of 
copyright works “being prepared for commercial 
distribution.”  The changes also allow judges to 
“estimate” the number of files shared for purposes 
of determining the appropriate fine and sentence.  
Another change in the guidelines broadens the 
definition of “uploading” to make it clear that 
merely having a copyright file available in a 
shared folder, such as those used by popular file-
swapping programs Kazaa and BearShare, can 
count as illegal distribution.  These sentencing 
adjustments arose from the Family Entertainment 
and Copyright Act enacted in April 2005, which 
gave the commission 180 days to revisit its rules 
to make them “sufficiently stringent to deter, and 
adequately reflect the nature of, intellectual 
property rights crimes.”  Under the guidelines, the 
base offense level for uploading infringing files is 
12 but can be reduced to 10 if it is noncommercial 
copyright infringement.  The commission’s 
emergency amendment adds two points to the 
offense level, boosting a typical sentence from six 
to 12 months to between 10 and 16 months if the 
person had no prior criminal history. 
 
 
GAO:  E-VOTING SYSTEMS NOT SECURE 

 
          Existing electronic voting systems are rife 
with problems and aren’t likely to be sufficiently 
secure by the 2006 elections, according to a 
document released by the Government 
Accountability Office (GAO).  The list of 
vulnerabilities included easily-guessed 
administrator passwords, voter-verified paper-trail 
design flaws, incorrect software installation and 
system failures on Election Day.  The Election 
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Assistance Commission, created in 2002 to help states 
and localities implement e-voting systems, has not laid 
out a clear timeline for addressing these problems, 
according to the report.  The report also concludes that 
it is unrealistic to expect anything to change by fall 
2006.  The GAO also determined that federal agencies 
are still in the process of writing their own voluntary 
guidelines for voting systems and procedures for 
certifying them.  They are slated to determine in early 
2007 if the laboratories designed to examine voting 
equipment are fit, but they haven’t started the process 
yet.  The agencies also haven’t set up a proper 
“clearinghouse” where election officials can share 
problems they’ve had with voting systems.  
Additionally, they haven’t updated the national 
reference library for voting system software, which is 
intended to help state and local officials ensure they are 
running the proper software on their machines.   
 

MICROSOFT TO JOIN BOOK SEARCH 
PROJECT 

 
          Microsoft will join a library book digitization 
project sponsored by Yahoo and Internet Archive, a 
nonprofit formed to offer access to historical collections 
that exist in digital format.  That project, to be run by 
the Open Content Alliance, will digitize only texts in 
the public domain, except where the copyright holder 
has expressly given permission.  The project also will 
make the index of digitized works searchable by any 
web search engine, unlike Google, which will be the 
only search engine for the books it digitizes.  Microsoft 
committed to paying for the digitization of 150,000 
books in the first year, which will be about $5 million, 
assuming costs of about 10 cents a page and an average 
of 300 pages per book.  Yahoo will pay for digitization 
of 18,000 books.  Internet Archive will digitize the 
material.  Microsoft’s MSN web site will launch the 
book search next year and will experiment with 
different business models, such as pay per page, 
monthly subscriptions, selling e-books and 
advertisements.  In addition, Microsoft entered into an 
agreement with the British Library to scan 100,000 
books from its vast collection and make them freely 
available for reading and searching on the Internet in 
2006.   
 

And more about digital libraries… 
 
 

WORLD DIGITAL LIBRARY PLANNED 
 

          The Library of Congress launched a 
campaign to create the World Digital Library, an 
online collection of rare books, manuscripts, 
maps, posters, stamps and other materials from its 
holdings and those of other national libraries that 
would be freely accessible for viewing by anyone 
with Internet access.  The initiative is envisioned 
as a public-private partnership, and the Library of 
Congress has accepted $3 million from Google 
Inc. to help set up a system for creating digital 
copies of rare documents as its first corporate 
contribution.  The World Digital Library plans to 
focus on material no longer protected by 
copyright.       
  

 
US SEEKS REVIEW OF CHINA’S PIRACY 

ENFORCEMENT 
 

          The U.S. made a formal request to the 
Chinese government asking them to outline their 
efforts to reduce piracy of American movies, 
computer programs and other copyrighted 
material.  The request was made through the 
Geneva-based World Trade Organization.  It 
sought information on how many enforcement 
cases have been brought by the Chinese 
government, including a breakdown of how many 
resulted in criminal penalties and civil fines.  The 
U.S. seeks a reply by January 23, 2006. American 
businesses contend they are losing billions of 
dollars a year because China is failing to enforce 
anti-piracy laws. 
 
 

STUDY:  INTERNET USERS FEAR 
VICTIMIZATION 

 
          About 80 percent of Internet users say they 
are somewhat concerned that their identity could 
be stolen from personal information on the 
Internet, according to a study from Consumer 
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Reports WebWatch.  A majority of users asked said 
they’ve stopped giving out personal information on the 
web, and 25 percent say they’ve stopped buying on the 
Internet.  The study also found that a third of those 
surveyed say they’ve reduced their overall Internet use.  
The survey was of 1,500 U.S. Internet users aged 18 
and older.   The report is available at 
http://www.consumerwebwatch.org. 
 
 

CYBER SECURITY EXERCISE POSTPONED 
 

          A national exercise designed to test the 
government’s readiness to handle cyber emergencies 
was postponed by the Department of Homeland 
Security until February 2006.  The department 
originally planned to run Cyberstorm, the mock attack-
and-response game, in November 2005.  According to 
the department, many of the their resources, as well as 
those of the private sector that would have been 
involved in the Cyberstorm exercise, were reallocated 
to deal with hurricane disaster relief in the Gulf.  
 
And more from Homeland Security… 
 
 

HOMELAND SECURITY RELEASES CYBER 
SECURITY DRAFT 

 
          A 175-page draft of the National Infrastructure 
Protection Plan was released by the Department of 
Homeland Security in which it outlines a broad 
framework for protecting the nation’s “critical 
infrastructure” and “key assets.” The plan was first 
commissioned in December 2003, and the department 
released an early version of the draft in February 2005.  
The plan asserts that cyber security responsibilities 
should ultimately lie with the department  but also calls 
on state and local governments to come up with 
information security measures and to be aware of 
vulnerabilities in their systems.  It charges academia 
and research institutions with devising “best practices” 
for information technology security and the private 
sector with ensuring that it is “satisfying cyber 
protection standards.”  The report also suggests that 
work should be done through a “partnership model” of 
informal advisory bodies composed of private sector 

and governmental representatives from the same 
subject area.  It proposes several lists of general 
actions, such as “set sector-specific security 
goals,” that various sectors should take and 
allocates deadlines from the adoption of the plan 
to accomplishing them.  The term “cyber 
security” appears 148 times in the draft, and a 16-
page appendix devoted to the topic offers some 
suggestions for threat analysis, response readiness 
and training.   
 
 
FCC EASES 911 RULES FOR NET PHONE 

PROVIDERS 
 

          Internet telephone providers do not have to 
cut off U.S. subscribers even if they are not 
provided enhanced 911 emergency service which 
gives dispatchers their location and telephone 
number, according to guidance from the Federal 
Communications Commission (FCC).  However, 
the providers would have to cease marketing and 
accepting new customers in areas where they are 
not connecting 911 calls with the person’s 
location and telephone number.  The Voice On the 
Net Coalition, which represents many Internet 
telephone providers, said that about 750,000 
customers could be affected if they had to suspend 
service to those who did not have enhanced 911 
service available.  Only 42 percent of the VOIP 
providers said they would be able to provide 
enhanced 911 service to all of their customers 
with a primary fixed location by November 28, 
2005, the original date specified by the FCC.    
 
 

GROKSTER AGREES TO SHUT DOWN 
 

          Grokster Ltd, which lost a lawsuit over file-
sharing software used for copying songs and 
movies online, agreed to shut down and pay $50 
million to settle piracy complaints by the movie 
and music industries, although it was unclear 
whether the company can afford to pay the 
damages.  The settlement permanently bans 
Grokster from participating, directly or indirectly, 
in the theft of copyrighted files and requires the 
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company to stop giving away its software.  Grokster’s 
web site was changed to say its existing file-sharing 
service was illegal and no longer available.  Grokster’s 
decision is not expected to immediately affect Internet 
users who already run its file-sharing software, nor was 
it expected to affect users of rival downloading 
services, such as eDonkey, Kazaa and BitTorrent.   
 
 
CARRIERS UNVEIL GUIDELINES ON ACCESS 

TO ADULT CONTENT 
 

          The Cellular Telecommunications and Internet 
Association (CTIA), the wireless industry’s largest 
trade group, issued voluntary guidelines aimed at 
limiting children’s access to adult content and services.  
According to the guidelines, those under the age of 18 
would need parental or a guardian’s permission to 
receive content that carriers offer that may be sexually 
explicit, excessively violent or involve gambling.  
Cingular Wireless, SBC Communications Inc. and 
Sprint Nextel Corp., who are the top three wireless 
carriers, are among the participants in the association. 
 
 

JUSTICE DEPARTMENT SEEKS STIFFER 
ANTIPIRACY LAWS 

 
          The U.S. Department of Justice submitted a 
“legislative package” to Congress aimed at toughening 
intellectual property enforcement.  The proposal would 
create a new crime called “attempting to infringe a 
copyright” and subject it to the same penalties as more 
serious infringement offenses.  It would also permit 
authorities to seize and destroy pirated and counterfeit 
goods, goods used to produce pirated or counterfeit 
material and property obtained with proceeds from the 
sale of pirated or counterfeit material.  In addition to the 
possibility of prison time, those convicted of 
infringements would have to pay the copyright holder 
“and any other victim of the offense” compensation for 
out-of-pocket losses resulting from the crime.  The 
department also seeks in its proposal greater latitude for 
prosecutors.  Presently it is only possible to enforce 
against copyrights that are registered; under the new 
proposal that would only apply to civil cases.   
 

UN WARNS OF INTERNET SCAMS 
OFFERING RESETTLEMENT 

 
          The United Nations High Commissioner for 
Refugees (UNHCR) warned against Internet 
scams offering resettlement and employment 
opportunities in Europe and North America for a 
fee.  Victims are lured to phony web sites 
claiming affiliation to UNHCR, where they 
deposit from $100 to $1,000 for the resettlement 
service, only to never hear again from the 
supposed UNHCR representative.  Authorities 
have shut down a number of sites since UNHCR 
became aware of the problem, although it is 
unclear how many sites still exist and the amount 
of money being spent on sham resettlement 
programs. 
 
 
US OVERSIGHT OF NET WILL CONTINUE 

 
          Negotiators from more than 100 countries 
agreed to leave the United States in charge of the 
Internet’s addressing system, with the United 
States leaving day-to-day management to the 
private sector through a quasi-independent 
organization called the Internet Corporation for 
Assigned Names and Numbers (ICANN).  The 
European Union mediated between the United 
States and a group of countries, including China 
and Iran that sought to replace ICANN with a 
multi-country group under United Nations 
auspices.  However, a compromise was reached 
whereby instead of transferring management of 
the system, an international forum would be 
created to address concerns.  That forum would 
have no binding authority, although participants 
could address such issues as spam and cyber 
crime.   
 
 

TREASURY DEPT. URGES ONLINE TAX 
PAYMENT 

 
          The U.S. Treasury launched a national 
“Simplify” campaign to urge individuals, tax 
preparers and small businesses to pay taxes 
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electronically via the Electronic Federal Tax Payment 
System (EFTPS).  In the last fiscal year, 78 million 
EFTPS payments were processed, most of them from 
large corporations.  Likewise, 42 million payments 
involved the traditional paper coupon and check.  
Electronic payments cost 53 cents less to process than 
the paper coupons and checks, and there have been 
fewer errors with electronic paper processing.  Small 
businesses not yet using the EFTPS are concentrated in 
six states:  California, Florida, Illinois, New York, 
Pennsylvania and Texas.  The Treasury set up a web 
site, http://www.simplifyeftps.org with details on how 
EFTPS works and enrollment options.   
 
 
REPORT:  HACKERS TARGETING SECURITY 

PROGRAMS 
 

        Hackers have shifted their focus to exploiting 
security products, according to this year’s Top 20 
Vulnerabilities report of the SANS Institute, which 
monitors and researches cyber security around the 
world.  The report, which is a consensus of private and 
corporate experts on the most critical programming 
weaknesses, said vulnerabilities have been discovered 
in software from some of the biggest security 
corporations.  According to SANS, the U.S. Computer 
Emergency Readiness Team (US-CERT), which 
monitors cyber security for the Department of 
Homeland Security, found that products for backing up 
data are drawing attention from online criminals.  
Unless flaws are fixed quickly, hackers can potentially 
gain access to data being backed up by organizations 

using such programs.  The report also documents 
an increase in vulnerabilities in software that 
powers devices for moving traffic around the 
Internet, such as routers and switches.  Peer-to-
peer file-sharing programs for trading music 
online continue to be carriers of spyware and 
malicious “bots,” computer code that can 
commandeer personal computers.  The report also 
warned about flaws in programs from major 
vendors for instant messaging and playing digital 
media.   
 
 

STUDY:  ONE IN SIX AMERICANS HAVE 
SOLD ON INTERNET 

 
          One in six U.S. Internet users has sold 
goods and services online, and two percent do so 
each day, according to a study by the Pew Internet 
and American Life Project.  Sales are usually 
done through such classified ads sites as Craigslist 
or through an auction site such as eBay.  The 
study also found that those who use the Internet 
more frequently, have high-speed broadband 
connections or have been online longer are more 
likely to be an online seller.  Online selling is also 
higher among men, the more affluent and the 
better educated.  The study was based on a 
random telephone survey of 1,577 adult Internet 
users, with the margin of sampling error being 
plus or minus three percentage points.     

 
  
   LEGISLATION UPDATE 
  

 
Identity Theft 
 
 A measure that would require companies 
to notify individuals when they learn of security 
breaches was approved by voice vote by the 
Senate Judiciary Committee.   S. 1326, sponsored 
by Senator Jeff Sessions (R-AL), would also 
require any agency or person providing notice of a 

security breach to more than 1,000 people to 
notify all nationwide consumer reporting 
agencies about the breach and how many people 
were notified.  Notification could be delayed if 
it would impede a criminal or civil 
investigation.  Failure to comply would result in 
fines up to $250,000 per breach or actual 
damages, although the fine would not apply if 
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the security breach was the result of third-party 
fraud and not a result of negligence.  The bill 
would pre-empt state data security and 
notification laws, but would permit state 
Attorneys General to file civil or class action 
suits.   
 
 The Senate Judiciary Committee also 
approved, 13-5, a bill that would increase federal 
penalties for identity theft and require data 
brokers to disclose security breaches to affected 
consumers when there is a significant risk of 
harm.  S. 1789, sponsored by Senator Arlen 
Spector (R-PA), would cover a range of sensitive 
personal information, including names, Social 
Security numbers, driver’s license information 
and passport data.  Companies maintaining 
personal information on more than 10,000 
individuals would be required to develop 
comprehensive data privacy programs.  The 
committee rejected an amendment by Senator Jeff 
Sessions (R-AL) to change the standard for 
consumer notification to a “significant risk of 
identity theft.”     
 
 Additionally, the Senate Commerce, 
Science and Transportation Committee passed S. 
1408, sponsored by Senator Gordon Smith (R-
OR)   
 
 The House Energy and Commerce 
Committee approved HR 4127 by a 13-8 party 
line vote, which would require electronic data 
brokers to notify consumers when the security of 
their personal information had been compromised.  
The bill, sponsored by Representative Cliff 
Stearns (R-FL), would also require electronic data 
brokers to develop data security policies in line 
with Federal Trade Commission guidelines.  The 
committee also adopted by voice vote an  
amendment that broadened the definition of 
“breach of security” to include not just identity 
theft but also fraud or other unlawful conduct.  
The amendment also clarified that third-party 
companies that process information on behalf of 
data brokers would not be responsible for directly 
notifying consumers of breaches.      
 

VoIP Enhanced 911 Service 
 
 The Senate Commerce, Science and 
Transportation Committee approved S. 1063 by 
voice vote, which would give the Federal 
Communications Commission (FCC) 120 days 
to devise new requirements for voice over 
Internet (VoIP) providers to provide enhanced 
911 service that are “technologically and 
operationally feasible.”  It would also allow the 
FCC to waive those requirements for up to one 
year for companies that have, among other 
conditions, demonstrated that it is not 
“technically or operationally feasible” to 
provide enhanced 911 service.  The bill, 
sponsored by Senator Bill Nelson (R-FL), also 
prohibits the FCC from requiring VoIP 
providers to disconnect any customers, provided 
that the customers had subscribed before 
December 31, 2005, and submitted a written or 
electronic acknowledgment of possible 911 
limitations to the company, and that the 
company continued to give “clear and 
conspicuous notice” of the lack of 911 services 
in billing statements and other documents.  The 
measure would shield VoIP providers, users and 
emergency call centers from liability if anything 
went wrong, such as if a call was dropped.  It 
would also require owners of the public safety 
infrastructure to provide VoIP providers with 
access to 911 components needed to make 
connections.     
 
Spyware  
 
 The Senate Commerce, Science and 
Transportation Committee approved S. 687 by a 
vote of 14-8, which would prohibit installation 
of software programs that automatically collect 
and transmit personal information from 
computers without telling users, a practice 
known as spyware.  The bill, sponsored by 
Senator Conrad Burns (R-MT), also prohibits 
software programs that automatically deliver 
online ads without identifying their source.  
Additionally, it would bar installation of 
software that a user did not intentionally install 
or cannot uninstall.  The bill identifies a series 



 
 

 19

of unfair and deceptive practices related to 
spyware, including computer hijacking, spam 
zombies, endless-loop pop-up ads and fraudulent 
and false installation.  It also bans modem 
hijacking, which allows spyware companies to 
charge overseas phone calls to victims, and 
denial-of-service attacks, which coordinate 
computers to attack web sites.  The bill also 
strengthens Federal Trade Commission (FTC) 
enforcement and gives both the FTC and state 
Attorneys General the authority to enforce 
provisions of the bill.  An amendment by Senator 
John Sununu (R-NH) would increase civil 
penalties for violations involving unfair or 
deceptive acts or practices that exploit popular 
reaction to an emergency or major disaster. 
 
         The panel also rejected, 9-13, S. 1004,  
sponsored by Senator George Allen (R-VA), that 
would have increased civil and criminal penalties 
for the use of spyware to commit fraud or other 
crimes.  It would also have given funds to the 
Federal Trade Commission to enforce the law.         
 
Patent Fees 
 
 The House Judiciary Committee approved 
HR 2791 which would increase patent application 
fees to generate additional revenue for the Patent 
and Trademark Office so that it could hire 
additional examiners and move to full electronic 
processing of applications.  The bill, sponsored by 
committee Chairman James Sensenbrenner, Jr. 
(R-WI), was approved by voice vote with 
bipartisan support.  The measure would make 
permanent a new fee schedule enacted last year.           
 
Computer Security 
 
 The House passed Resolution 491, 
sponsored by Representative Sherwood Boehlert 
(R-NY), supporting the goals and ideals of 
National Cyber Security Awareness Month.  The 
House pledged to work with federal agencies, 
national organizations, businesses and educational 
institutions to encourage the development and 
implementation of security standards, practices 

and technologies in order to enhance U.S. 
computer security.     
 
Oversight of the Internet Corporation for 
Assigned Names and Numbers   
 
 The House passed Concurrent 
Resolution 268, sponsored by Representative 
John Doolittle (R-CA), in support of the Internet 
Corporation of Assigned Names and Numbers 
(ICANN) remaining as the domain name and 
addressing server and of the U.S. maintaining 
oversight of ICANN.   
 
 The Senate passed Resolution 323, 
sponsored by Senator Norm Coleman (R-MN), 
expressing their view that the United Nations 
and other international organizations should not 
be allowed to exercise control over the Internet.   
 
Internet Access in Schools 
 
 The Oversight and Investigations 
subcommittee of the House Energy and 
Commerce Committee unanimously approved a 
bipartisan staff report chronicling waste, fraud 
and abuse in the E-Rate program that funds 
Internet access in schools and libraries.  The 
program, created by the Telecommunications 
Act of 1996, is part of the federal Universal 
Service Fund, which subsidizes telephone 
service in rural and low-income communities 
through a tax on phone bills.  It is administered 
by the Universal Service Administrative 
Company (USAC), a non-profit established by 
the Federal Communications Commission 
(FCC).  E-Rate has committed more than $15 
billion and distributed more than $10 billion 
since 1998.  Among the key findings of the 
report are: 
 ● Some school districts have used E-
Rate funds to purchase goods and services 
without a formal bidding process; 
 ● The program contains no safeguards to 
prevent school districts from using E-Rate funds 
to purchase technology and services that far 
exceed their needs (“gold-plating”);   
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 ● Weak competition and inadequate 
oversight have allowed some vendors to 
manipulate the program and commit fraud; 
 ● Ambiguous rules and procedures, as 
well as delays in the distribution of funding, 
create confusion among applicants and vendors 
and result in waste; and 
 ● The guidelines for disbarring vendors 
and applicants who abuse the program set the 
standards of abuse too high.   

Lawmakers say the principles guiding reform 
should include more rigorous oversight by the 
FCC and USAC, program audits and a 
transparent, competitive bidding process.  They 
also are calling for rooting out gold-plating, 
reducing the backlog of E-Rate appeals and 
requiring school districts to take a greater 
financial stake in their E-Rate applications.       
  
   

 
 
 

 
 

 
 

    TOOLS YOU CAN USE 
 

Several documents on AMBER Alert are now available in Spanish.  Listed below are 
their names and the address where they can be accessed: 
 
 ● “AMBER Alert:  Bringing Abducted Children Home” 
    http://www.ncjrs.gov/pdffiles1/ojjdp/bc000716.pdf 
 

● “AMBER Alert Fact Sheet:  Effective Use of the National Crime Information                            
Center (NCIC)” http://www.ncjrs.gov/pdffiles1/ojjdp/fs000309.pdf 

 
● “AMBER Alert:  Best Practices Guide for Broadcasters and Other Media            

Outlets”  http://www.ncjrs.gov/pdffiles1/ojjdp/209519.pdf 
 
 ● Reference pocket card to promote recovery of missing children 
    http://www.ncjrs.gov/pdffiles1/ojjdp/lt000505.pdf 
     
 


