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46 PROSECUTORS TO ATTEND

FEBRUARY CYBERCRIME TRAINING

     Forty-six prosecutors from Attorney General offices have

been selected to attend the first cybercrime training under the

Cybercrime Training Partnership between NAAG and the

National Center for Justice and the Rule of Law (NCJRL) at

the University of Mississippi Law School in Oxford,

Mississippi.  The training, which is designed to be a basic

“nuts and bolts” course, will take place at the Center on

February 3-5, 2003.  Travel expenses for attending prosecutors

will be provided under the Cybercrime Training Partnership.

  

An advisory committee of prosecutors with experience

in cybercrime participated in the development of the three-day

agenda.  That agenda includes sessions on practical issues
Training Continued on Page 2

SUPREME CO UR T TO D ECIDE

INTERNET FILTERING CASE

The U.S. Supreme Court has agreed to decide whether

a federal law, which makes the use of filtering software by

public libraries a condition for the receipt of federal funding,

is constitutional.  The Child Internet Protection Act (CIPA),

Public Law No. 106-554, was enacted in 2000, and requires

that libraries, in order to receive LSTA (Library Services and

Technology Act) funds or “E-rate discounts” under the

Telecommunications Act must certify that they are using a

“technology protection measure” that prevents users from

accessing “visual depictions” that are “obscene,” child

pornography or “harmful to minors.”

Soon thereafter, a group of libraries, library

associations, library patrons and website publishers filed

suit against the United States and others, alleging that

CIPA is unconstitutional because it induces public

libraries to 

     Supreme Court Continued on Page 2

TO OUR READERS

This is the first issue of the

Cybercrime Newsletter, developed

under the Cybercrime Training

Partnership between the National

Association of Attorneys General

(NAAG) and the National Center for

Justice and the Rule of Law (NCJRL)

at the University of Mississippi

School of Law.  

Future issues of the newsletter will be

published bi-monthly.  In the interest

of making this newsletter as useful a

tool as possible for you, we ask that

you keep us informed of your efforts.

Additionally, we would like to

feature articles written by you, our

audience, in future issues.  Please

contact us with information, proposed

articles and comments about this

newsletter.

Thank you.

Hedda Litwin, Cybercrime & Violence

Against Women Project Counsel

(202)326-6022, hlitwin@naag.org

Arika Pierce, Project Assistant

(202) 326-6262, apierce@naag.org
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TRAINING CONTINUED FROM PAGE 1

in computer search and seizure, forensics tools, Internet auction theft and

strategies for fighting online child exploitation. 

A second basic cybercrime training for state prosecutors will be

given on May 5-7, 2003, to be followed by an advanced cybercrime training

course for state prosecutors, tentatively scheduled for September 8-10, 2003.

On October 27-29, 2003, a national symposium on the state of cybercrime

investigation and prosecution is scheduled to be held at NCJRL, with national experts from the fields

of prosecution, forensics, industry and academia, and will cover issues from a policy perspective.

For additional information about the Cybercrime Partnership Program, contact Hedda Litwin,

Cybercrime and Violence Against Women Project Counsel, at (202) 326-6022 or hlitwin@naag.org

or Arika Pierce, Project Assistant, at (202) 326-6262 or apierce@naag.org.   

SUPREME COURT CONTINUED FROM PAGE 1

relinquish their own First Amendment rights as a condition of the receipt of federal funds and is

therefore impermissible.  The plaintiffs further contend that because of the limitations of filtering

technology, CIPA’s conditions effectively require libraries to impose content-based restrictions on

their patrons’ access to constitutionally protected speech. 

The government argued that the filtering software is the best available means of preventing

taxpayer money from subsidizing the spread of obscene material or material that is inappropriate for

children.  Further, they argued that CIPA will not induce public libraries to violate the First

Amendment since it is possible that some public libraries can constitutionally comply with CIPA’s

conditions, and CIPA only can be invalidated if it is impossible for any public library to comply.

Pursuant to CIPA, a three-judge panel was convened in the U.S. District Court for the Eastern

District of Pennsylvania to hear American Library Association v. United States, No. 01-1303 (E.D.

Pa. May 31, 2002).  The Court found that CIPA does require public libraries to violate the First

Amendment rights of their patrons and, accordingly, is facially invalid.  The Court added that in view

of the limitations of filtering technology, any public library that adhered to CIPA’s conditions would

necessarily restrict users’ access to a substantial amount of protected speech.  An order was entered

declaring the pertinent sections, 1712(a)(2) and 1721(b), of the Act to be facially invalid and

permanently enjoining the government from enforcing those provisions.

Approximately 143 million Americans use the Internet on a regular basis, and 10% of them

access the Internet at their public library.  An estimated 95% of all U.S. public libraries offer Internet

access, largely through federal aid, which amounted to about $217.5 million in fiscal 2002.  The case

is expected to be argued early next year, with a decision expected by July 2003.    

mailto:hlitwin@naag.org
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AG NEWS CALIFORNIA   

California Attorney General Bill Lockyer has filed a lawsuit against Paul Willis and Claudia Griffin,

owners and operators of PW Marketing LLC, an e-mail marketing company, for alleged spamming.  The suit alleges

that Willis and Griffin violated State consumer protection statutes that make sending unsolicited e-mail illegal in the

State unless the sender includes a toll-free number, a valid e-mail address through which the recipient can request to

be removed from the list, or includes the words “ADV” or “ADV:ADLT” in the subject line, which designates the

e-mail as either commercial or containing adult material.  By definition, spam is not illegal in the State unless it is sent

to a California resident, and e-mail spam containing pornographic material is not illegal unless the sender fails to

identify the nature of the e-mail in the subject line. 

Willis and Griffin allegedly sent millions of unsolicited e-mails promoting books and software designed to

help establish other illegal e-mail solicitations.  They advertised their service as “California Gold,” and claimed to

have a list of more than four million e-mail addresses of California residents and businesses.  That list was available

for purchase for $349.  They claimed to have additional e-mail lists pertaining to other states.  General Lockyer is

seeking a maximum of 2 million dollars in civil penalties.

MICHIGAN

As a result of cease and desist orders issued

by Michigan Attorney General Jennifer

Granholm’s High Tech Crime Unit to six Internet

billing companies, 104 suspected child pornography

websites are no longer able to accept credit card

charges through those companies to peddle their

wares.  “BillCards,” “CardBilling,” “Ccbill,” “iBill,”

“Trust -Bill” and EA N En terprises, d/b/a

“LancelotSecurity” were sent letters by the Unit

ordering them to stop facilitating and promoting

suspected child pornography on these websites.

MULTI-STATE ACTIONS

In multi-state actions, a coalition of 15

states and the District of Columbia successfully

pressed Amazon.com to make its privacy policy more

protective of consumer data. 

Two years ago, Amazon angered consumers

when it informed them by e-mail that it was changing

its privacy policy, purportedly to make it easier to

understand.  Under the new policy guidelines,

Amazon will not sell its customer database to

marketers.  It also will provide consumers with

examples of how their data may be used and the

specific information that is collected.  Amazon will

also allow longtime customers to have their data

treated under the guidelines of its earlier policy.  The

states spearheading the coalition were: Arizona,

California, Connecticut, the District of Columbia,

Iowa, Florida, Hawaii, Maine, Michigan, Maryland,

New Hampshire, North Carolina, Oregon, Tennessee,

Vermont and Wyoming.

WASHINGTON 

      Washington Attorney General Christine Gregoire

prevailed in the state’s first spamming case against a

prolific spammer who had flooded the State’s computers

with advertising.  A Washington court entered summary

judgment against Jason Heckel, an out-of-state

businessman, finding that Heckel violated the State’s anti-

spam law.  That law makes it illegal to send an e-mail to

people in Washington that contains deceptive subject

matter, uses a bogus return address or uses a third party’s

domain name without permission.  

Heckel had sent millions of e-mails advertising a

brochure he developed, “How to Profit From the Internet,”

for $39.95.  His messages began with the subject lines,

“Did I get the right e-mail address?” and “For your

review–HANDS OFF!”  When consumers tried to reply to

the e-mail, the message came back as undeliverable.

According to Attorney General Gregoire’s office, Heckel

sold 30-50 brochures monthly.  

Attorney General Gregoire first sued Heckel in

1998, shortly after the anti-spam law was enacted, but a

judge dismissed the case on the basis that the law was

unconstitutional.  The Washington Supreme Court upheld

the law last year.  The U.S. Supreme Court declined to hear

Heckel’s appeal.
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IN THE COURTS
School District Did Not Violate Student’s First Amendment Rights by Expelling Him

for Creating Derogatory Website   

 J.S. v. Bethlehem School District, 807 A.2d 847 (Pa. Sept. 25, 2002)
J.S., an eighth-grade student, designed a website from his home computer containing

derogatory remarks targeting one of his teachers.  Although J.S. removed it after school

officials became aware of the site, the affected teacher suffered severe emotional distress and

eventually took a medical sabbatical. The school district permanently dispelled J.S., finding

that his website had demoralized the school community and had disrupted the educational

process.  J.S. and his parents appealed to the trial court and then the Commonwealth Court, both of which

affirmed the school district’s decision and found that J.S.’s First Amendment rights were not violated.  

On appeal, the Pennsylvania Supreme Court affirmed the lower court’s decision.  The Court relied on

the U.S. Supreme Court’s decision in Tinker v. Des Moines Independent Community School District, 393 US

503 (1969), the seminal case dealing with students’ freedom of speech. That case, involving students who were

disciplined for wearing black arm bands to protest the Vietnam War, established that students enjoy First

Amendment rights while in school and cannot be disciplined unless their speech “disrupted” the operation of

the school.  In the instant case, the Court found that the contents of the website had caused a substantial

disruption at the school and adversely impacted the school environment, thus establishing the exception

established in Tinker.    

Lower Sentence Upheld for Child Pornography Defendant Due to Conduct “Outside of the Heartland”

and Susceptibility to Abuse in Prison

U.S. v. Parish, 308 F.3d 1025, 2 Cal. Daily Op. Serv. 10,492, 2002 Daily Journal D.A.R. 12,091 

9th Cir.(Mont.) Oct 18, 2002
After Parish’s employer terminated him for spending considerable work time on the Internet, child

pornography files were found on his office computer.  Parish reached an agreement with the government in

which he pled guilty to two counts of Possession of Child Pornography; the sentencing guidelines prescribed

33 to 41 months.  At the sentencing hearing before the U.S. District Court for the District of Montana, the co-

director of the prison’s sex offender treatment unit testified that there was only a minimum likelihood of

recidivism in Parish’s case and that his conduct was less culpable than other like defendants and was “outside

the heartland” of the offense.  Based upon that testimony, and determining that Parish’s demeanor and naivete

created a high susceptibility to abuse in prison, the Court departed downward eight levels.  Parish was sentenced

to 16 months on each count, with sentences to run concurrently.  The Court further determined that eight months

of the sentence would be spent in prison, and the other eight months would be served by home detention with

electronic monitoring. The government appealed.

The Ninth Circuit, relaying on the Supreme Court’s explanation of how a district court should decide

whether to depart from the sentencing guideline range in Koon v. United States, 518  U.S. 95-96 (1996), found

no abuse of discretion by the lower court and affirmed the sentence.

Fact That Child Pornography Defendant Did Not Know Images Received Were of Real Children

Provided Valid Grounds to Withdraw Guilty Plea

U.S. v. Reilly, No. 01 CR. 1114(RPP) (S.D.N.Y. October 15, 2002)

Reilly entered a guilty plea to a single count of receiving child pornography, stating that his lawyer had

fully explained the charge to him.  One month later, he announced his desire to withdraw the plea.  His defense
Courts Continued on Page 5
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LEGISLATIVE NEWS

Congress Approves Cyber Security Grants Bill
           On November 12, Congress approved H.R. 3394, the Cyber Security Research

and Development Act, which will provide $903 million in grants to encourage federal

agencies, industry and universities to undertake cyber security research.  The bill’s

five year program requires the National Science Foundation and the National Institute

of Standards and Technology to bring industry and academic experts together to fund

new research, as well as encourage top researchers and new students into cyber

security programs.  The legislation was sponsored by Rep. Sherwood Boehlert (R-NY), Chairman of the House

Science Committee, and has been sent to the White House for the President’s signature.       

Draft Federal Cybersecurity Guidelines Released
             The White House has released draft recommendations for protecting the nation’s computer networks

with the aim of building a consensus in the technology community as to what needs to be done.  The draft,

which was released in September can be accessed at http://www.whitehouse.gov/pcipb/cyberstrategy-draft.pdf

Following the release of the draft, town hall meetings will be held around the country to further solicit

and receive the views of concerned citizens. Public comment on the Draft Strategy to Secure Cyberspace can

be made by emailing your comments to feedback@cybersecurity.gov. The National Infrastructure Advisory

Committee, leaders from the concerned sectors of industry, academia and State and local governments will add

their comments and advice to those received. After consideration of this additional input, it is expected that the

initial Strategy will be put in final form for issuance in the next several months

Unlawful Internet Gambling Funding Prohibition Act Passes House

             H.R. 556 (the Leach-LaFalceis Act) is intended to provide law enforcement authorities with additional

tools to prevent illegal Internet gambling, particularly through off-shore websites.  It makes it illegal for

gambling businesses to accept credit cards, checks, electronic fund transfers or other bank instruments from

customers in connection with unlawful gambling; it requires U.S. banks and other financial institutions to stop

processing payments to identified illegal Internet gambling businesses where a court order has been obtained

to stop such payments; and it requires ISPs to disable illegal gambling sites on their servers and block the

hyperlinks to other unlawful gambling sites.  The measure also amends the 1961 Wire Act to increase criminal

penalties and clarify that the law pertains to Internet gambling.

The bill does not permit or prohibit any selected types of Internet gambling, nor does it specify the

circumstances under which Internet gambling would be illegal.  Rather, states would continue to be the pre-

eminent regulators of gambling, and the decision to legalize Internet gambling would be left up to each state.

H.R. 556 has been referred to the Senate Judiciary Committee.     

COURTS CONTINUED FROM PAGE 4

counsel stated that he had not discussed with his client the need for the prosecution to prove that he knew the

images were of real children, and thus Reilly thought the government only needed to introduce evidence of his

receipt of the pornographic materials.

The U.S. District Court for the Southern District of New York said that the U.S. Supreme Court’s

decision in Ashcroft v. Free Speech Coalition, 122 S. Ct. 1389, 152 L.Ed.2d 403 (2002), as well as its ruling

in U.S. v. X-Citement Video, 513 U.S. 64 (1994), required a defendant in a prosecution for receiving child

pornography to admit specifically that he knew the visual depictions were of actual minors. Since Reilly had

not acknowledged that he knew the computer images he received were of actual children, the guilty plea was

vacated.

http://www.whitehouse.gov/pciph/cyberstrategy-draft.pdf
http://www.whitehouse.gov/pcipb/cyberstrategy-draft.pdf.
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CYBERCRIME NEWS

THE TOP 20 INTERNET SECURITY VULNERABILITIES

     The SANS (Systems Administration, Audit, Networks, Security) Institute and the FBI’s National

Infrastructure Center have released their annual top 20 list of vulnerabilities in October.  The list is divided into

two prioritized top ten lists, one for Windows vulnerabilities and the other for Unix/Linux vulnerabilities, which

require immediate remediation.  The SANS/FBI Top Twenty, which can be accessed at www.SANS.org/top20/

also contains step-by-step instructions and pointers to information useful in correcting the security flaws.  The

list and instructions will be constantly updated, and input from users is welcomed.

PENTAGON AWARDS GRANT TO COMBAT CYBER-TERRORISM

         In early October the federal government has awarded Carnegie Mellon University in Pittsburgh $35.5

million to develop tools to combat cyber-terrorism.  The grant envisions the creation of a new Center for

Computer and Communications Security at the University.  According to Pradeep Khosla, newly appointed

director of the project, the Center will concentrate on verification technology, so that Internet users can

verify identities and keep hackers from infiltrating their networks.  Researchers at the University will study

how to use signatures, fingerprints, iris patterns, face recognition technology and voice scans to confirm the

identity of computer users.  They also will investigate ways to engineer artificial intelligence into hardware

so components such as disk drives can take countermeasures in a hacker attack.

PRESIDENT SUPPORTS NEW ONLINE PROTECTIONS FOR CHILDREN

On October 23 President Bush called for an increase in federal funding to stop online predators

who stalk children on the Internet.  Remarking that it’s a “sick world,” Bush also called upon Congress

to pass the Child Obscenity and Pornography Prevention Act, which would overturn the U.S. Supreme

Court decision in Ashcroft v. Free Speech Coalition, striking down a ban of computer simulations of

child pornography.  The bill passed the House on June 25, but the Senate version remains in the

Judiciary Committee.

FIFTH NAAG COMPUTER CRIME FELLOW BEGINS WORK AT CCIPS

Todd Lawson, Assistant Attorney General from the Computer Crime Unit of the Arizona Attorney

General’s Office, has started work on October 4 at the Computer Crime and Intellectual Property Section

(CCIPS) of the U.S. Department of Justice as NAAG’s fifth Computer Crime Fellow.  This fellowship

program, funded by a federal grant from the Bureau of Justice Assistance of the U.S. Department of Justice,

has enabled state prosecutors to develop expertise in the investigation and prosecution of computer crime

through the tutelage of CCIPS members.  The fellowship program has fostered partnerships and enhanced

working relationships among state and federal prosecutors across the country.

Todd will be working on several state issues during his seven month fellowship with CCIPS. 

Among his projects will be interstate jurisdiction for state court orders, subpoenas and search warrants in

Internet cases and concurrent jurisdiction for certain criminal intellectual property and copyright violations.  

Todd seeks input, including other potential issues, anecdotes or comments, from prosecutors and

investigators in other Attorney General offices, and he can be reached at Todd.C.Lawson@usdoj.gov or

(202) 514-1026.

http://www.SANS.org/top20/
mailto:Todd.C.Lawson@usdoj.gov
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AS WE GO TO PRESS........
FEDERAL AGENCIES FAIL CYBER SECURITY REVIEW

Federal agencies have received failing grades for their poor record of protecting

vital computer systems from fraud, misuse and cyber-terrorisThe House Government

Reform subcommittee on government efficiency has “flunked’ 14 of the 24 largest federal

departments and agencies, whose computer security efforts were reviewed by the General

Accounting Office (GAO) and found wanting. Another seven agencies earned a D, and two

were given Cs. The poorest grades were given to the departments of Justice, State, Defense

and Transportation. Only the Social Security Administration agency received a B-minus, the highest grade awarded

to one of the major agencies, and an improvement over its C-plus grade in 2001.

Investigators from the GAO, the congressional watchdog group, found "significant weaknesses" in each of

the 24 agencies reviewed. Failures noted involved inadequate access controls, leaving sensitive information systems

and data vulnerable to tampering by disgruntled workers or attack by thieves or terrorists.  According to investigators,

these failures could result in the loss or theft of federal payments and collections, and vulnerability of Social Security

and medical records, which could be inappropriately released or copied for criminal purposes. Criminals also might

be able to obtain tax records and other personal information to establish credit and rack up debt under someone else's

name. [Source: The Associated Press]

AOL TO BLOCK QUESTIONABLE TEEN PURCHASES 

As a result of  complaints from parents and child safety advocates, America Online has taken steps to prevent

teenagers from purchasing products such as alcohol, tobacco and pornographic  material over the Internet.  AOL will

block online purchases from its partner websites by teenagers using screen names controlled by their parents.

Additionally, AOL will add Guardian, a new parental control service that will send parents e-mail reports detailing

their children’s online activity, including chat sessions, e-mail and websites visited. 

    [Source: CBS M arketWatch]

BILL TO CREATE KID-FRIENDLY INTERNET ZONE PASSED BY CONGRESS

The Dot Kids Implementation and Efficiency Act of 2002 (H.R. 3833), which would create a kid-friendly

Internet zone free of violence, pornography and other adult material, has passed both chambers of Congress.  The bill

would set up an area under the United States’ “.us” Internet domain that only would allow websites deemed

appropriate for children ages 12 and under.  Websites would have to certify that they do not contain sexually explicit

material, hate speech, violence or other material unsuitable for minors.  

The bill places a “.kids” subdomain under the control of NeuStar Inc., the Washington telecommunications

firm that was awarded the right to manage the “.us” domain last year.  NeuStar was given an automatic two-year

extension of its contract in return for managing the “.kids” subdomain.  The company will be expected to police the

subdomain to ensure that it remains free of inappropriate material.  Websites in the domain would be prohibited from

linking to sites outside the domain, and cannot set up chat rooms, instant messaging or other interactive services unless

they can certify that those services would not expose children to pedophiles or other risks.

# REVISED ELECTRONIC SEARCH AND SEIZURE MANUAL

A revised version of the U.S. Department of Justice Computer Crime and Intellectual Property Sections’s publication,

“Searching and Seizing Computers and Obtaining Electronic Evidence in Criminal Investigations,” is now available

at http://www.cybercrime.gov/searching.html.

PUBLICATIONS 
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