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PRESIDENT’S CYBERSECURITY CHIEF IS KEYNOTE 
SPEAKER AT NAAG/NCJRL CYBERCRIME TRAINING

Howard Schmidt, Special Advisor to Preside n t George
W. Bush and Vice Chair of the President’s Critical
Infrastructure Protecti o n  Bo a r d , addressed 46

prosecutors from Atto r n ey General offices during the first
Basic Cybercrime Tr a i ning, developed by the National
Association of Attorneys General (NAAG),  in partnership 
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with the Nation a l  Ce n te r for Justice and the Rule of Law
(NCJRL).  The training was  he l d   February 3-5, 2003, at
the University  of Mississippi School of Law in Oxford.
Train i n g  participants heard Schmidt discuss the nation’s
strategy to protect its informati o n systems, followed by in-
depth discussions on su ch topics as search and seizure of
computer evidence, computer foren s i cs, s trategies for
fighting online child exploitation, Internet auction fr aud and
identity theft.  Attending prose cu tors were also guests at a
welcome dinner, which featu r e d Michael Vatis, Director of
the Institute for Security  Technology Studies at Dartmouth
as the keynote 

Training Continued on Page 2

FEDERAL PRIVACY STATUTES AND COMPUTER-RELATED
EVIDENCE  By Susan Kreston & Robert M.  Morgester

Computers ar e  increasingly becoming a common
element of a crime scene.  Use d  as either a tool to
facilita te the commission of the crime or as a

repository of informa tion, the use of a computer by both
victims and susp e cts  is forcing prosecutors to become
experts in an area of law that is evolving at an unsettling
p a ce .  In dealing with computer-related evide n ce ,
prosecutors must beco me  a ware of some of the lesser-
known privacy issues that may come into play.

Title III of the Omnib u s Crime Control and Safe
Streets Act of 1968 (Title III), Pen Registers and Trap and
Trace Device chapter of Title 18 (Pen/Trap ) , Electronic
Communication Privacy Act (ECPA), and  th e  Privacy
Pro tection Act (PPA) are four such statutes, and a basic
awareness of their pri n c iples and the rights they may afford
to suspects and third parties is essential to avoiding
unnecessary legal difficulties which might lead to f i n ancial

Continued on Page 7
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Training Continued from page 1
speaker. Travel expenses for the training were paid under the NAAG/NCJRL Cybercrime Partnership. 

Another Basic Cybercrime Training is planned for May 6-8, 2003 in Oxford.  Attorneys General will receive
additional information on the training, as well as nomination forms to select a prosecutor or investigator from their office,
shortly .  For additional information, contact Hedda Litwin, NAAG Cybercrime and Violence Against Women
Counsel, at hlitwin@naag.org or (202) 326-6022.   

  LEGISLATIVE UPDATE

CALIFORNIA SECURITY BREACH
DISCLOSURE LAW TAKES

EFFECT IN JULY

A new California law that requires anyone
conducting business in the state to notify  their
customers of computer security  breaches will take effect on
July  1, 2003.  SB 1386, chaptered as Sections 1798.82
and 1798.29 of the California Civ il Code, is intended to
combat identity  theft.  It was passed on August 30, 2002 in
the wake of a highly  publicized intrusion into a s tate
government computer sy stem, which housed payroll
information on 200,000 state workers.  The v ictims were not
warned that their personal information was stolen until
several weeks after the incident.  To trigger the law, the
breach must involve specific types of unencrypted personal
information: customer names in association with their social
security  number, driver’s license number, or credit card or
bank account number.  Disclosure to the affected customers
must be made in “the most expedient time possible”, but
need only  be made to California residents.  Disclosure can
be made by one of three methods: (1) written notice; (2)
electronic notice consistent with federal law; or (3) substitute
notice involv ing a combination of e-mail, web site posting
and notice in statewide media, which is only  allowed upon
demonstration that the cost of prov iding notice would
exceed $250,000.    

SENATE PASSES ANTI-CHILD
PORNOGRAPHY BILL

On February 23rd the U.S. Senate  unanimously
passed S.151, the PROTECT (Prosecutorial
Remedies and Tools A gainst the Exploitation of

Children Today) Act to s trengthen ex isting child
pornography laws.  The bill, introduced by Senator Orrin
Hatch (R-UT), would shift the burden of proof by requiring
defendants in child pornography cases to prove that their
material did not depict actual children.  The U.S. Supreme
Court struck down a prev ious law last year in Ashcroft v.
American Civil Liberties Union, No. 00-1293 (2002) on
free speech grounds.  Additionally , the bill (1) prohibits the
sale or trade of child pornography; (2) bans the use of child
pornography to entice a minor for sexual activ ity ; (3) sets
penalties for inducing a minor to engage in sexually  explicit
conduct; (4) authorizes civ il remedies, including injunctive
relief and punitive damages, for child pornography
offenses; (5) prov ides for enhanced recidiv ist penalties for
persons prev iously  convicted of child pornography
offenses; and (6) authorizes the interception of wire, oral or
electronic communications in the investigation of specified
sex crimes against children. The bill still requires House
passage.          
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    AG NEWS
Hawaii Attorney General Mark Bennett announced on
February  10th  that the state has indicted its f irst suspect
f or electronic enticement of  a child, an of f ense created by
the 2002 legislature. Grant Detwiler is accused of  using a
computer to arrange a meeting f or sexual activ ity  with a
person represented to him to be a 13-y ear-old girl.  The
of f ense carries a maximum sentence of  10 y ears in prison
and a $25,000 f ine.  Three m en hav e prev iously  been
arrested f or the same ty pe of  of f ense, but were released
without charges pending f urther inv estigation.

New York Attorney General Eliot Spitzer  receiv ed a
f av orable ruling in late January  in a lawsuit brought under
the state’s consumer f raud laws to enjoin spammer,
MonsterHut, f rom f alsely  representing to consumers that
they  were receiv ing the solicitations because they  had
af f irmativ ely requested them. MonsterHut had made these
statements on both its website and in more than one half
billion unsolicited commercial e-mails, or spam.  The court
f ound that MonsterHut’s practice did not qualif y  as an “opt-
in,” meaning that consumers hav e t o  take af f irmativ e
action, such as checking a box on a web page, to consent
to receiv e the e-mails. The case was handled by  the
Attorney  General’s Internet Bureau.      

Ohio Attorney General Jim Petro has demanded that the
Seattle-based Council on Political Accountability  stop
try ing to sell the domain names of  nine Republican state
senators without their knowledge or permission, as well as
cease try ing to link them to a white supremacist group. In
February , General Petro sent an e-mail to Jerem y
Stamper, the Council’s administrativ e contact, telling him
that the Council is in v iolation of  the f ederal Anti-Cy ber
Squatting Protection Act, which requires permission bef ore
regis t ering or selling a person’s name as a web sit e
domain.  General Petro has asked that the Counc i l
immediately  transf er the domain names back to the
senators.  Internet records show that the Council bought
the rights to the senators’ names and then redirected them
to the web page of  t he N at ional Association f or the
Adv ancement of  White People, an organization listed as a
white supremacist group by  the Southern Pov er t y  Law
Center. 

In SB121, a State Senate bill introduced in February  at the
request of  Oregon Attorney General Hardy Myers, would
allow consumers to opt out of  receiv ing unsolicited e-mail,
or spam.  Sending spam to people on the list would be an
unf air trade practice under SB121, carry ing possible f ines
of  up to $25,000 per v iolation.         

A man caught last spring in an ongoing undercov er “child
sex sting”, organized by  Pennsylvania Attorney General
Mike Fisher’s Bureau of  Criminal  Inv estigation, was
sentenced in December to two to f our y ears in  s t a te
prison, to be f ollowed by  a f iv e-y ear probation period.
Bradley  Wolf e responded to an Internet posting and
began exchanging e-mails with an undercov er agent f rom
the Attorney  General’s Bureau, who was posing as the
f at her  o f  a sev en-y ear-old boy .  The agent set up a
meet ing at  a hotel in response to Wolf e’s request to
engage in illegal  s ex acts with this f ictional child, and
Wolf e was subsequently  ar rested and charged with
criminal solicita tions of  statutory  sexual assault, of
inv oluntary  sexual  intercourse, of  indecent assault, of
indecent exposure and of  corruption of  minors, as well as
criminal use of  a communication f acility .    

Texas Attorney General Greg  Abbott is seeking to
rev erse a Sixth Court of  Appeals decision ov erturning a
conv iction on child pornography  charges .   Clay ton
Ley don Tay lor was conv icted of  nine counts of
possessing child pornography  in 2001.  The Appeals Court
ov erturned his conv iction in October 2002, f inding that
the trial court erred on numerous grounds, including not
changing the trial’s v enue.  General Abbott has f iled a
petition f or discretionary  rev iew by  the Court of  Criminal
Appeals, the state’s highest criminal court. 

In December Washington Attorney General Christine
Gregoire  sued a H ouston-based “spammer,” alleging
that he deceiv ed state residents into opening e-mails that
were actually  selling prescription medicat ions and
subscriptions to pornographic websites.  Ernesto Haberli,
aka Eduardo Warren, is accused of  v iolating the state’s
consumer protection and uns ol icited e-mail laws by
f alsely  packaging the e-mails as meeting reminders and
other innocuous subject lines.  The e-mails, with subject
lines such as “board meeting 3ish” and “well???” included
links to commercial web sites selling m edications or
pornography .  Prosecutors are seeking an injunction to
prev ent Haberli f rom sending more deceptiv e e-mails, as
well as a f ine of  $2,000 per v iolation.       



4 NAAG Cybercrime Newsletter February/March 2003

             NEWS IN CYBERCRIME

AIR FORCE SECURITY LAB AWARDS
CYBERSECURITY CONTRACT

Santa Clara, California-based Network
Associates Inc. has b e e n awarded a $1.8 mill ion
contract by the Air Force Re se a rch Laboratory to
support cybersecurity research.  The contract is part
of the Software P ro tection Initiative (SPI), a
govern ment program focusing on cutting edge
technologies to protect critical software supporting
national an d defense capabilities.  One of the
approved projects will seek to develop information
assurance techniques and malicious-code scanning
capabilities for software production systems.  Another
approved project will focus on protecting software
from reverse-engineering, by wh ich a malicious
hacker could extract and exploit information about
the design and operation of essential software.

ALLSTATE LOSES ACCESS TO CALIFORNIA
DMV ONLINE RECORDS

California’s De p artment of Motor Vehicles
(DM V) has banned Allstate Insurance, the eighth
largest car insurer in the state, from checking driver
records online after Allstate employees were found
to be il legally sn ooping through the records.
Allstate employees, in addition to personnel from
such organizations as other insurers, finance
companies and law firms, are permitted access to
driver records in order to verify new customer driving
records or investigate claims.  However, they must
sign contracts re q u i ri n g  them to follow
confidentiality procedure s, such as safeguarding
passwords and not disclosing home addresses.  The
DMV found 131 violations of confidentiality rules by
Allstate personnel, including sharing computer
passwords or making up fake car claim numbers to
get access to the records of friends or family.  

Allstate employees will sti l l  be able to get
DMV records, but now they will have to request them
in writing and wait for written responses.  The
insurer, which previously had looked up 50,000 DMV
electronic records a month at $2 each, could apply
to have its access reinstated, but will face a lengthy
DMV review of its security procedures.

STATE UNIVERSITY DEVELOPING HACKER
PROFILING SOFTWARE

Researchers at the State University of New
York at Buffalo are developing software tha t  can
generate  highly personalized profiles of network
users by analyzing th e sequences of commands
entered at each computer terminal.  The software
draws up regularly update d  profiles by closely
tracking over time how each person pe rfo rms an
array of routine tasks, such as opening fi les, sending
e-mail or searching archives.  Designed to uncover
a user who has entered an unau thorized zone or
who is using a stolen password ,  the program can
detect even subtle changes in behavior, enabling
network administrators to assess whether a violation
is in progress.  The University is one of 36 research
and teaching centers designated by the National
Se cu rity Agency to help safeguard the United
States information technology systems.  

FTC:  IDENTITY THEFT CASES DOUBLED IN
2002

The Federal Trade Commission (FTC) has
released its annual report on consumer complaints,
noting that complaints of identity theft rose  f rom
86,000 in 2001 to 162,000 in 2002.  Identity theft
accounted for 43% of the 380,000 fraud complaints
received by government authorities in 2002, with
complaints related to Internet auction fraud ranking
second at 13% of total complaints.  The FTC
estimates the total dollar loss to consum e rs rose
from $160 mill ion in 2001 to $343 mill ion in 2002.

Ed. Note:  The NAAG Basic C yb ercrime Training,
presented in coordination with the National Center
for Justice and the Rule of Law at the University of
Mississippi School of Law, includes sessions on
investigating and prosecuti n g  identity theft and
Internet auction fraud.
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IN THE COURTS

Police Presence Not Required to Collect Ev idence From Internet
Serv ice Prov ider

US v Bach, No. 02-1238 (8th Cir., November 18, 2002)

The Minnesota Internet Crimes Against Children Task Force was contacted by a  mother
because of a partial computer log she retrieved from the fa m i ly computer.  The log contained a
dialogue between her minor son and a party using the name of “dlbch15", in which the minor was
asked where to hide an object near his house and also whether the minor wanted to meet again.
The minor told law enforcement that he had met “dlbch15" in a Yahoo chat room and that “dlbch15"
was going to hide Playboy magazines for him.  The minor said he had met “dlbch15," but denied
sexual contact.  The task force investigated, finding that “dlbch15" was defendant Dale Bach, who
had previously been convicted of criminal sexua l  co n duct.  The task force obtained and faxed a
state search warrant to retrieve e-mails between Bach and  o th e r possible victims from Yahoo, as
well as the Inte rn e t  Protocol addresses connected to his account.  Both the warrant and
accom p a n yi n g  a f fidavit indicated that the warrant could be faxed to Yahoo in compliance with
section 1524.2 of the Californ i a  Pe n a l  Code.  The recovered e-mails showed Bach exchanging
pictures and meeting with other b o ys,  a nd the information from Yahoo also contained his home
address.  Investigators obtained a search warra nt for Bach’s house, and seized his computer,
discs, a digital camera and evidence of child pornography.  

Bach moved to suppress the evidence seized in both  wa rra n ts; in the case of the Yahoo
search warrant, he argued that it  was executed outside the presence of law enforcement, in
violation of 18 U.S.C. § 3105 and sections 626.13 and 626A.06 of the Minnesota statutes, and thus
the Fourth Amendment.  The U.S. District Court for the district of Minnesota agreed with Bach as to
the Yahoo search warrant and suppressed the evidence obtained, but not as to the warrant for
Bach’s home.  The government appealed.

The U.S. Court of Appeals for the 8th Circuit disagreed, noting that the Fourth Amendment
does not explici t ly require official presence during a warrant’s execution, following Wilson v.
Arkansas, 514 U.S. 927, 931, 934 (1995).  The Court stated that it is not an automatic violation if no
officer is present during a search, but simply one of the factors to be considered in determining the
reasonableness of the warrant execution.  In this case, the Court  n o te d  th a t : (1) the physical
p re se n ce  of an officer would not have aided the search; (2) the technical expertise of Yahoo
technicians far outweighed that of the officers; (3) the i te m s seized were on Yahoo’s property; (4)
there was a signed warrant authorizing the search; and (5) the officers complied with the Electronic
Communications Privacy Act (ECPA).  Weighing these factors,  th e Court found that the Yahoo
search was reasonable under the Fourth Amendment and thus reversed the district court’s judgment
and remanded the case.                  

Continued on the next page
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In the Courts Continued

Subpoena Power Under the Digital Millenium Copyright Act Applies to All Serv ice
Prov iders, Not Just Those Storing or Controlling User Information

In re Verizon Internet Services, Inc., No. 02-MS-0323 (D.D.C., January 21, 2003)

The Recording Industry of America (“RIAA”) served a subpoena, under the Digital Millenium
Copyright Act (“DMCA”), on Verizon Internet  Services, seeking the identity of a n  anonymous user
who was alleged to have infringed copyrights of more than 600 songs downloaded in a single day
through peer to peer (P2P) so f tware.  Verizon refused to comply by letter, arguing that the
subpoena power under the DMCA applied only if the infringed material is stored or controlled on the
service provider’s system or network, and, in the instant case ,  Ve ri zon had only provided
connectivity service.  RIAA moved to enforce the subpoena.

The Court, noting that this was a case of first impression, first noted that the broad statutory
definit i o n  o f “service provider” under the DMCA as “a provider of online services or network
a cce ss” c l e arly indicated that the subpoena power applied to all service providers, regardless of
the functions performed.  According to the Court, if Congress had intended the subpoena to apply
only to a narrower definition, it would have stated such a limitation.  Further, the Court concluded
it was unlikely that Congress would seek to  p ro te ct copyright owners in only some of the settings
addressed in the DMCA, thus creating a huge loophole in the effort to prevent copyright infringement
on the Internet.  While acknowledging that P2P software, as well as “bots,” a  so f twa re tool used
by copyright owners to monitor the Internet and detect unauthorized distribution of copyrighted
material, were not develope d when the DMCA was enacted, the Court said that they cannot read
new provisions or exceptions into a statute in order to accom m o d a te future technological
developments.  The Court granted RIAA’s motion to enforce and ordered Verizon to comply with the
subpoena.            

Hearsay Testimony Based Upon Counterfeit Currency Database Properly Admitted

US v. Brown, No. 02-2007 (8th Cir., January 9, 2003)

Defendant Wayne Brown was convicted of possessing counterfeit currency.  At trial, a U.S.
Secret Service agent identified counterfeit bil ls that Brown had distributed to other witnesses.  Over
defense counsel’s hearsay objection, the agent then testified that he had accessed a Secret Service
computerized database of counterfeit bil ls, and bil ls with those same serial numbers had previously
appeared in Detroit and other cities in Iowa.  Brown appealed, arguing that the U.S. District Court for
the Southern District of Iowa abused its discretion in overruling his hearsay objection.  He argued
that the testimony regarding what the agent learned from the database  was inadmissible hearsay
because the data did not fall within the public record s e xception to the hearsay rule.  He further
argued that the database did not qualify for this exception because it reflects “matters observed by
police officers and other law en forcement personnel”,  which are excluded.  The 8th Circuit,
however, noted that while the database was likely gathered during the course of investigations, the
agent’s testimony was limited to objective information in the database and did not include information
that might have reflected more subjective opinions of law enforcement, such as whether the other
bil ls were “counterfeit.”  The decision was affirmed.    
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COMPUTER EVIDENCE CONTINUED FROM PAGE 1
l i a b i l ity.  It also must be remembered that
although the ECPA sets the minimum level of
privacy protection, state constitutions, statutes,
and court decisions provide additional levels of
privacy protection. 

Title III 

Title III protects electronic communication from
interception during transmission (e.g., wiretap)
by a third party who is not a participat ing
member of the communication.  A human
voice and mo st  Internet communications,
including email, are electronic communication.
Title III applies to all parties, private and law
enforcement alike. 

A public or private party is generally prohibited
from voluntarily disclosing the content of wire
and electron i c communication intercepted
during transmission.   Exceptions to this rule
include:

(1) a wire tap order;

(2) where the addressee/sender consents to the
interception;

(3) when the interception is necessary to protect
the rights o r property of the communication
service provider;

(4) where the communication provider
inadvertently obtains information that pertains
to the commission of a crime;and

(5) when the communication is made through a
system that is configured so that the
comm u nication is readily accessible to the
general public. 

Pen/Trap

The Pen/Trap statute regulates the collection
o f  addressing information for wire a n d
electronic co mmunication. The addressing
informatio n  for a telephone call is either the
outgoing call ’s te l e phone number or the
incoming call ’s origination number (caller ID).
This also applies to Internet communi cation.
Every computer communication contains a
“header,” which contains address information.

An Electronic Co mmunication Service (ECS)
provider may use a pen/trap device without a
court order where:
(1) the user consents to the interception;

(2) when the interception is necessary to protect
the rights or property of the co mmunication
service provider;

(3) when the interception is necessary to protect
the communication service provider or a user of
that service (customer or other provider) from
fraudulent, unlawful, or abuse of service; and

(4) when there is an eme rgency involving an
immediate risk of death or serious physical
injury to a person.

Law enforcement can obtain this address
information via a pen register or trap and trace
order.  This investigative tool is helpful in
identifying the address where the suspect is
coming from when they access information in a
Hotmail or Yahoo! account.  The applicant is
required to justify that the information likely to
be obtained is relevant to an ongoing criminal
investigation.   The order is only good for 60
days; ho we ver, extensions may be granted
upon application.  The order shall be sealed
until otherwise directed by th e  court and the
ECS shall be di re cted not to release
information relating to the pen/trap device until
further ordered by the court.

Although federal law grants the authorit y to
state courts to issue these orders, it is unclear if
a state court can issue such an order based
upon an out-of-state ECS. Use of a search
warrant to authorize the u se of a pen/trap
device remedies this issue.  

ECPA

ECPA protects communication based upon its
form. It protects wi re  a nd electronic
communication conte n t  in storage by the
provider (e.g., e-mail  re cords held by an
Internet Service Provider (ISP)).  The ECPA
applies to all parties, private and law
e nforcement alike.  However, for law
enforcement, there are  mechanisms for
requi ring disclosure to the government by
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public ECS providers of information regarding
an electronic communication.  The most well-
known example of an ECS would be an ISP,
such as America Online, Hotmail, or Yahoo!.

A public or private ECS is generally prohibited
from voluntarily disclosing the content of wire
and electronic communication intercepted
during transmission.  The four exceptions to this
rule are: (1) where th e  addressee/sender
consents to the disclosure; (2) where the
communication provider is permitted to disclose
customer communications in emerge ncies
involving an immediate risk of death or serious
physical injury to a person; (3) when the
disclosure is necessary to protect the rights or
property of the communication service provider;
and (4) where the communication provider
inadvertently obtains information that pertains
to the commission of a crime.

Pursuant to the ECPA, a subpoena can be used
to obta in basic subscriber information.  Basic
subscriber info rmation includes customer’s
name; address; le ngth of service; means and
source of payment (including any credit card or
bank account number); local and long-distance
telephone toll bil l ing reco rds; and records of
session times and duration s,  as well as any
temporarily assigned network address.

A subpoena can also be used to obtain opened
e-mail from a provider if the “customer” or
“subscriber” is given prior notice o f  the
disclosure by the government.  This disclosure
may be delayed for up to 90 days when notice
would j e o pardize a pending investigation or
endanger the physical safety of a person.  An
extension of an add i tional 90 days may be
considered by the issuing court.  Following the
delay notification period, the government must
give notice. 

Pursuant to the ECPA, a court order, sometimes
referred as to an “articulable facts order” or “§
2703(d) court order,” may be sought to obtain
all other subscriber informatio n, except the
content of an unopened e-mail that has been
stored for 180 days or less.  To obtain a   “§
2703(d) court order,” there must be specific and
articulable facts showing that there are
reasonable grounds to believe that the
specified records are relevant and material to
an ongoing criminal invest i g ation. These

records wo uld include complete audit
trails/logs, web sites visited, identities of e-mail
correspondents, cell site data from cellular/PCS
carriers, an d  o pened email.  As a practical
matter, a “§ 2703 (d) court order” can also be
used to obtain basic subscri b e r information.
Notice to the subscriber is only required when
opened email is requested from the provider.
(See supra using a subpoena to obtain opened
e-mail.)

A search warrant is necessary for obtaining
unopened electronic communication in storage
for less then 180 days o r voice mail.  As the
level  of governmental process escalates from
subpo e n a  to court order to search warrant, it
must be remembered that the information
available under the less exacti n g standard is
included at th e  h i gher level (i.e., a search
warrant will obtain basic subscriber information,
transactional information ,  and content of the
stored communication).    
The use of a search warrant removes the need
for the government to comply with the notice
re q u i re m e n ts p re vi o u sl y m e n t ione d .
Additionally, law enforcement is allo we d to
request from the court a n order commanding
the communication provider not to disclose the
existence of any issued court order, for such a
period as the court deems appropriate, where
notification would lead to: (1) endangering the
physical safety of an individual; (2) fl ight from
prosecu tion; (3) tampering with evidence; (4)
intimidation  of potential witnesses; or (5)
oth e rwi se  se ri o u sl y j e o p a rdizing an
investigation or unduly delaying a trial.

Law enforcem e n t  can and should talk to the
ISP in advance about what types of information
are sought and what the ISP may have. 18
U.S.C. § 2703(f) authorizes law enforcement to
request the provider to take all steps necessary
to preserve records and other information in its
possession while law enforcement  begins to
obtain the necessary legal process to obtain the
records.  This 2703(f) order or preservation
request  only applies to information in
p o ssession of the provider at the time the
request is made.

There is no suppression remedy for a violation
of the ECPA, except in those cases where the
defendant’s constitutional rights h ave been
violated.  Civil damages are  the exclusive
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remedy for violation of the ECPA.  These
include a minimum damage amount of $1,000,
plus costs, punitive damages, and attorney fees.
Negligent breaking or destroying of equipment
is also actionable.  Additionally, l o ss of
business opportunity m a y be actionable,
particularly if it is brought by innocent  third
parties.  Employees of the United States may
be subject to disciplinary action if the violation
was willful or intentional.  Good faith defense
is complete.

PPA

The PPA  protects persons who may broadly,
but reasonably, claim to be publishers.   The
PPA e stablishes safeguards for the se
“p ublishers” from governmental search and
seizure of the materials i n  their possession.
These materials may be either “work product”
(materials created by the author/publisher) or
“documentary materials” (any materia ls that
document or support the work product).  Unlike
the ECPA,  the PPA applies only to law
enforcement.  If the material is covered by the
PPA, law enfo rce m ent must serve the target
with a subpoena, all o wing the target to
challenge the subpoena by a motion to quash
before complying with it.  Exception to the PPA
requirements of a subpoena generally include:
(1) materials search e d  for or seized are
contraband, instrumentalities, or fruits of the
crime; (2) materials searched for are evidence
of a crime; or (3) the seizu re  o f  materials is
necessary to prevent death or serious bodily
injury. The PPA does not require investigators
to give the publisher notice wh e n doing so
would reasonably result in th e  d estruction,
alteration, or concealment of the materials.

The importance of this act to prosecutors and
investigators l ies more in the are a  o f
commingled materials.  Where there is
evidence relating to  th e crime located on a
computer, which also contains protected
material (“work product” or  “documentary
materials”), issues concerning proper scope and
execution of a search warrant will ari se.  It is
recommended tha t  a protocol be in place to
address how to attempt to separate these types
of material.  Recent court cases appear to
indicate that the courts are limiting the scope of
PPA protection to the press and certain other

people not suspected of co m m itting a crime
(i.e., PPA does not apply to criminal suspects).
However, until this issue is more firmly settled,
the best practice woul d  be to minimize the
taking of potentially protected materials and to
return potentially protected materials that are
taken as soon as possible.

There is no suppression remedy for a violation
of the PPA.  Civil damages are the exclusive
remedy for violation of the PPA.  These include
actions fo r d amages, including attorney fees
and costs, with a statute of l imita tions of two
years.  The “good faith” defense is available to
law enforcement investigators under this
statute.  The go o d faith defense does not
exte nd to government entities, except in
limited circumstances.  Noth i n g in the PPA
prevents the government from seeking forfeiture
of  computers or related media containing
commingled materials.

Conclusion

Computers and electronic communication are
an intrinsic part of the new crime scene.
Knowing the laws that protect the pri va cy of
information must be a priority fo r the
investigators and prosecutors who seek to uti l ize
the best practices in search and seizure of
computer evidence, and at the sa m e  t ime,
m i n i m i ze  the potential personal and
departmental l iabil ity of the parties involved.

Ed. Note:  Ms. Kreston is Cou n se l for the
National Center of Justice and the Rule of Law
at the University of Mississippi School of Law.
Mr. Morgester is a Deputy Attorney General at
the Department of Ju st i ce for the state of
California.  This article was prep a re d  for a
forthcoming California Di st rict Attorneys
Association publication on stalking, and is
printed in this newsletter with the permission of
that Association.
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In the interest of  making this newsletter as usef ul a
tool as possible f or y ou, we ask that y ou keep us
inf ormed of  y our ef f orts. Additionally , we would like
to f eature articles written by  y ou. Please contact us
with inf orm at ion, proposed articles and comments
about this newsletter. 

Thank You.

The views and opinions of authors expressed in this newsletter do
not necessarily state or reflect those of the National Association of
Attorneys General (NAAG).  This newsletter does not provide any
legal advice and is not a s ubstitute for the procurement of such
services from a legal professional.  NAAG does not endo rs e  or
recommend any commercial products, processes, or services.
Any use a n d / o r copies of the publication in whole or part must
include the customary bibliographic citation. NA A G retains
copyright and all other intellectual property rights in t h e material
presented in the publications.


