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The Cyber Crime Newsletter is developed under the Cyber Crime Training Partnership between the National Association of 
Attorneys General (NAAG) and the National Center for Justice and the Rule of Law (NCJRL) at the University of Mississippi 
School of Law.  It is written and edited by Hedda Litwin, Cyber Crime and Violence Against Women Counsel 
(hlitwin@naag.org, 202-326-6022).  
 
This project was supported by Grant No. 2000-DD-VX-0032 awarded by the Bureau of Justice Assistance.  The Bureau of Justice 
Assistance is a component of the Office of Justice Programs, which includes the Bureau of Justice Statistics, the National Institute 
of Justice, the Office of Juvenile Justice and Delinquency Prevention, and the Office of Victims of Crime.  Points of view or 
opinions in this document are those of the authors and do not represent the official position of the United States Department of 
Justice. 
 
The views and opinions of authors expressed in this newsletter do not necessarily state or reflect those of the National Association 
of Attorneys General (NAAG).  This newsletter does not provide any legal advice and is not a substitute for the procurement of 
such services from a legal professional.  NAAG does not endorse or recommend any commercial products, processes, or services.  
Any use and/or copies of the publication in whole or part must include the customary bibliographic citation. NAAG retains 
copyright and all other intellectual property rights in the material presented in the publications. 
 
In the interest of making this newsletter as useful a tool as possible for you, we ask that you keep us informed of your efforts.  
Additionally, we would like to feature articles written by you.  Please contact us with information, proposed articles and 
comments about this newsletter.  Thank you. 
 
 
 

SUPREME COURT DECISION FAVORS ONLINE WINE SALES 
 

Granholm v. Heald, No. 03-1116 (U.S. May 16, 2005) 
 

By Thomas Taff* 
 

 
  
 The Supreme Court, in a divided (5-4) opinion written by Justice Kennedy, 
declared unconstitutional Michigan and New York laws that allowed in-state, but not out- 
of-state, wine producers from shipping wines directly to consumers. The Court thereby 
overruled the decision of the Second Court of Appeals in Swedenburg v. Kelly, 358 F.3d 
223 (2004)  and upheld the decision of the Sixth Court of Appeals in Heald v. Engler, 
342 F.3d 517 (2003) in ruling that the laws in question were unconstitutional under the 
dormant Commerce Clause, the doctrine that limits the right of states to pass laws that 
interfere with interstate commerce. While acknowledging that there has been an increase 
in the number of wineries in the United States, the Court speculated that many of the 
small wineries survive only by shipping products directly to customers over the Internet.  
The Court explained that the “three- tier system,” that requires separate licenses for 
producers, wholesalers and retailers and is common in many states, is allowed under the 
Twenty-first Amendment, the amendment that lifted the prohibition on alcohol in the 
United States.  While the Court allowed for such a scheme, it warned that any scheme 
that discriminates between in-state and out-of-state wineries is in clear violation of the 
Commerce Clause. The Court looked to the early days of the Republic, when the original 
American government threw out the Articles of Confederation to prevent “trade wars” 
between the states. Thus, the Court said that the Constitution created the idea that 
residents and nonresidents are allowed equal treatment in the field of commerce. 
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While Michigan** and New York argued that violations of the Commerce Clause 
are considered per se invalid, they pointed to the Twenty-first Amendment, Section Two 
of the Constitution that gives state governments broad powers to regulate the sale and 
importation of alcohol.  However, the Court declared that the Wilson Act, an 1890 law 
that allows states broader powers to control alcohol distribution within their borders, also 
disallows discrimination between in-state and out-of-state producers of alcohol. The 
Court declared that the states could place restrictions on the production of alcohol, but 
they must be equally applied to in-state and out-of-state wineries.  The states argued that 
the Webb-Kenyon Act repealed the restrictions of the Wilson Act; however, the Court 
disagreed, finding that Webb-Kenyon reaffirmed, not displaced, the Wilson Act. 

 
Michigan and New York complained that the current decision would lead to an 

invalidation of the three-tier licensing system that exists in many states. The Court 
rejected this argument, instead finding that the Twenty-first Amendment protects the  
“three- tier system” as long as in-state and out-of-state producers are treated equally.   

 
The Court then acknowledged that the state laws might stand if the states could 

proffer a “legitimate purpose” for the regulation.  Michigan and New York asserted two 
reasons to allow the regulation: first, the laws would discourage underage drinking, and 
second, the laws are needed to collect taxes.  The Court rejected both arguments, finding 
that the states had not put forth sufficient proof to establish that out-of-state wineries 
were facilitating underage drinking. Second, the Court argued that direct shipments, 
whether in-state or out-of-state, bring the potential for tax evasion, and the states are able 
to collect the proper taxes without discriminating in interstate commerce.         

 
The Court’s 5-4 split was somewhat unusual and indicative of a constitutional 

disagreement, with Justices Kennedy, Scalia, Souter, Breyer and Ginsberg comprising the 
majority.  Justice Stevens wrote a dissent, joined by Justice O’Connor, which disagreed 
with the majority’s understanding of the Twenty-first Amendment.  Justice Thomas also 
wrote a lengthy dissent, joined by Chief Justice Rehnquist and Justices Stevens and 
Justice O’Connor, arguing that the Twenty-first Amendment and the Webb-Kenyon Act 
put policy decisions about alcohol in the hands of the states.  

 
The Court’s decision immediately affects the states whose laws discriminate 

between in-state and out-of-state wineries.  However, it may open the door for lower 
courts to find that other state laws may violate the Commerce Clause if they appear to 
benefit in-state operations at the expense of out-of-state facilities.  The Court’s decision 
also is obviously a boon for wineries, because Internet sales and direct shipment are a 
considerable commercial opportunity.  However, the Court’s decision does not bar a state 
from banning Internet sales or direct shipment within its borders altogether. 

 
*Thomas Taff, who has completed his second year at the University of Mississippi School of Law, 

is a Cyber Crime Project intern at NAAG this summer.  His internship is provided under the NAAG 
partnership with the National Center for Justice and the Rule of Law at the University.   

 
 **Thomas Casey, Solicitor General for the Office of the Attorney General of Michigan, argued the 
case for petitioners.       
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 AGS IN THE NEWS 
 
 

ARIZONA 
 
Attorney General Terry Goddard announced that 
Corey Kelly was sentenced to four and a half years in 
prison for attempting to sell cars and car parts which 
he never owned nor intended to deliver on such 
auction sites as eBay and thepartstrader.com. Kelly 
was previously convicted of this same crime, in 
addition to identity theft, in April 2004, and was 
sentenced to three months in jail and three years 
probation and was ordered to pay $33,075 in 
restitution.  However, while on probation, Kelly 
continued to post ads on auction sites, and was 
indicted again after investigators received new 
complaints about fraudulent transactions.  Kelly pled 
guilty to computer tampering, forgery and committing 
further crimes while on probation. He was also 
sentenced to four years probation following his prison 
sentence, and was ordered to pay restitution to 15 
victims totaling $58,607.  Kelly will be prohibited 
from owning or using a computer while on probation. 
Assistant Attorney General Todd Lawson prosecuted 
the case. 
 
 FLORIDA 
 
Attorney General Charlie Crist, with the assistance 
of Microsoft, obtained a temporary injunction against 
two men accused of sending e-mail in violation of 
state and federal anti-spam laws.  The complaint 
alleges the men sent over 65,000 commercial e-mails 
that were actually advertisements for products such as 
pharmaceutical drugs, cigarettes and e-books.  The 
complaint also details the phony subject lines, sender 
names and bait-and-switch tactics used.  If convicted 
under federal law, the men face a penalty of up to $500 
per message.    
 
 
 

INDIANA 
 
Attorney General Steve Carter announced that Nikki 
Brindle, who failed to deliver laptop computers and 
cameras she sold through eBay, has been ordered to 
pay back more than $200,000. Brindle was also 
prohibited from selling goods over the Internet until 
she has paid the sum in full. Consumers contacted 
Attorney General Carter’s office when items were not 
delivered, and Attorney General Carter filed a lawsuit 
against Brindle.  Brindle was ordered to make monthly 
payments of $500 to Attorney General Carter’s office, 
which will distribute refunds to the victims, the 
majority of whom live in other states.  Refunds to 
individual consumers will range from $8 to $2,880.    
 
LOUISIANA 
 
Attorney General Charles Foti, Jr.’s High 
Technology Crime Unit (HTCU) arrested three alleged 
online sexual predators.  In the first case, HTCU 
agents, working with agents from the United States 
Immigration and Customs Enforcement, learned that 
Michael Koepsel was allegedly a member of Internet 
groups in which members posted child pornography 
images.  A forensic search of Koepsel’s computer 
revealed child pornography images, and Koepsel was 
charged with one count of Possession of Pornography 
Involving Juveniles.  In the other two cases, HTCU 
agents separately alleged that Charles Gosnell and 
Tyson Blanchard engaged in online chats with, and 
sent sexually explicit images to, an undercover agent 
who each believed to be a 14-year-old girl.  Gosnell 
was charged with one count of Attempted 
Pornography Involving a Juvenile and one count of 
Attempted Contributing to the Delinquency of 
Juveniles, and Blanchard was charged with two counts 
of Pornography Involving Juveniles and one count of 
Attempted Contributing to the Delinquency of 
Juveniles.  
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MARYLAND 
 
Attorney General J. Joseph Curran, Jr. announced that 
Carol Huffines, a web designer at Maryland Public 
Television (MPT), pled guilty to misusing e-mail with 
the intent to harass.  Huffines had secretly signed up 
his supervisor’s work e-mail address onto numerous 
list serves, and his supervisor subsequently began to 
receive volumes of unwanted e-mail.  Attorney 
General Curran’s office began an investigation and 
traced three of the e-mails to Huffines’ account.  
Huffines subsequently resigned from MPT.  He was 
sentenced to two years unsupervised probation and 
ordered to perform 100 hours of community service in 
educating children about appropriate use of the 
Internet.  A $500 fine was suspended.  The case was 
investigated and prosecuted by Attorney General 
Curran’s Criminal Investigations Division in 
cooperation with the Maryland State Police.      
 
 
MASSACHUSETTS 
 
Attorney General Tom Reilly filed suit against an 
Internet spam ring of seven individuals and two 
companies, using information obtained by Microsoft.     
The suit details the ring’s efforts to promote products 
through millions of spam e-mail messages sent to 
people worldwide from domain names registered in 
Monaco, Australia and France.  Leo Kuvayev was 
named as the leader of the spam group, and the suit 
alleged his operation worked out of Boston and 
Russia.   
 
 
MICHIGAN 
 
Attorney General Mike Cox sent a Notice of 
Intended Action to Vonage, the Internet-based 
telephone service, because the company failed to tell 
its customers that they did not have access to 
traditional 911 services.  Attorney General Cox said 
that Vonage has 10 days to respond; otherwise, his 
office will file a lawsuit seeking injunctive relief and 
civil penalties.  
 
 

NEBRASKA 
 
Attorney General Jon Bruning visited Columbus 
Middle School students and told them of the dangers 
of Internet chat rooms.  His presentation, called Safety 
Net Program, showed students how easy it is for 
pedophiles to get personal information, such as names, 
home addresses and telephone numbers, from online 
profiles.      
 
 
NEW YORK 
 
Attorney General Eliot Spitzer reached a tentative 
agreement with web marketer Intermix Media Inc. in 
which the company agreed to pay $7.5 million over 
three years to settle accusations that it surreptiously 
installed software on computers.  Attorney General 
Spitzer had filed a civil suit against Intermix, charging 
the company with violating state General Business 
Law provisions against false advertising and deceptive 
business practices by secretly installing “adware” by 
offering free screen savers or other products that, when 
accepted, would download the adware.  It also accused 
the company of trespass under New York common 
law. Intermix also agreed to cease all ad-related 
downloads.  The agreement, under which Intermix 
admits no wrongdoing or liability, must still be 
approved by the court.    
 
 
NORTH CAROLINA 
 
Attorney General Roy Cooper kicked off a new 
campaign to protect children from online predators by 
meeting with students and adults at Asheville Middle 
School.  Attorney General Cooper unveiled a video 
and guidebook, “Internet Safety:  What You Don’t 
Know Can Hurt Your Child,” that offer tools for 
parents to keep their children safe.  The video and 
guide will be available through PTAs and other civic 
organizations.  They can also be viewed or 
downloaded at Attorney General Cooper’s web site, 
www.ncdoj.com. 
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OHIO 
 
Attorney General Jim Petro filed a lawsuit against 
Designer Shoe Warehouse (DSW), a shoe retailer 
based in Ohio, asking the court to order DSW to 
individually notify in writing approximately 700,000 
customers whose personal information may have been 
stolen from DSW computer files.  The lawsuit also 
asked the court to find that the company’s failure to do 
so is a violation of Ohio’s Consumer Sales Practices 
Act.  The stolen data included DSW customer’s 
names, credit card numbers, debit card numbers, 
checking count numbers and driver’s license numbers.      
 
OKLAHOMA 
 
Attorney General Drew Edmondson charged two 
people with putting items up for auction on eBay, but 
failing to deliver the merchandise to the purchasers.  
Samantha Covey, who was offering computer software 
for sale, was charged with one felony and three 
misdemeanor counts of violating the state Consumer 
Protection Act. In a separate case, Michael 
Moshopoulos, who offered electronic organizer-
phones for sale, was charged with two felonies and a 
misdemeanor for violating the Act.   
 
 
OREGON 
 
Attorney General Hardy Myers launched an 
interactive web site that provides youth, parents and 
educators with tools to protect kids while they are 
online.  The web site, www.doj.state.or.us/oricac, was 
created by Attorney General Hardy’s Internet Crimes 
Against Children (ICAC) Task Force.  The Task Force 
also developed a training course and materials to use 
in educational programs.  In conjunction with the 
launch of the web site, Attorney General Myers and 
Oregon Superintendent of Public Instruction Susan 
Castillo sent a letter to all state superintendents and 
principals providing details about the web site, an icon 

and link to the homepage and a suggestion that schools 
include the link on their own homepages.  The letter 
also offered assistance in providing onsite training.       
 
SOUTH CAROLINA 
 
Attorney General Henry McMaster announced that 
Donald Brink, formerly of North Carolina, has pled 
guilty to three counts of Criminal Solicitation of a 
Minor, a felony violation punishable by up to 10 years 
imprisonment and/or a $5,000 fine for each count.  
Brink used the Internet and telephone on at least three 
occasions to solicit sex from what he believed to be a 
13-year-old girl, but in reality he was communicating 
with South Carolina Law Enforcement Division 
(SLED) agents.  The case was developed by Attorney 
General McMaster’s Internet Crimes Against Children 
(ICAC) Task Force using the South Carolina 
Computer Crimes Center, a partnership of SLED, the 
Secret Service and the FBI.      
 
 
TEXAS 
 
Attorney General Greg Abbott announced that a 
federal grand jury has indicted Austin Police 
Department Detective Lance McConnell on three 
counts of receipt of child pornography, two counts of 
possession of child pornography and two counts of 
transportation of child pornography.  Attorney General 
Abbott’s Cyber Crimes Unit began investigating 
McConnell, who has been with the police department 
since 1997, based on a tip. The indictment alleges that 
McConnell knowingly downloaded from the Internet 
to his home computer numerous images depicting 
minors engaged in sexually explicit conduct.  If 
convicted, McConnell faces up to 10 years per 
possession of child pornography and between five and 
20 years for the receipt and transportation of child 
pornography charges. 
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     IN THE COURTS 
 
 

Disparaging Comments on Web Site 
About Candidates Do Not Give Rise to 
Liability for Defamation 
Vogel v. Felice, 127 Cal. App. 4th 1006 
(Cal. Ct. App. 2005). 
 
Hair Restoration Company Can Be 
Disparaged on Web Site Using 
Company’s Name Without Violating 
Copyright Law 
Bosley Medical Institute, Inc. v. Kremer, 
403 F.3d 672 (9th Cir. 2005).   
 
Recording Artists Are Protected in 
Perpetuity Under New York 
Copyright Common Law 
Capitol Records, Inc. v. Naxos of 
America, Inc., 2005 WL 756591, 74 
U.S.P.Q. 2d 1331,  
 
A Defendant Subjects Himself to 
Personal Jurisdiction in a Forum 
When He Willfully Infringes the 
Copyright of a Forum Resident and 
Knows That the Forum is That 
Resident’s Principal Place of Business 
Brayton Purcell LLP v. Recordon & 
Recordon, 361 F. Supp. 2d 1135 (N.D. 
Cal. 2005). 
 
Service of Process by E-Mail is Not 
Permitted 
Ehrenfeld v. Salim A Bin Mahfouz, No. 
04 Civ. 9641, 2005 WL 696769 at *1 
(S.D.N.Y. Mar. 23, 2005)  
 
A Web Company’s Search Engine 
That Bears the Same Name as a 
Retailer’s Web Link Constitutes 
Interference With a Prospective 
Business 

Google, Inc. v. American Blind & 
Wallpaper Factory, Inc., No. C03-05340 
JF., 2005 WL 832398 at *1 (N.D. Cal. 
2005).  
 
Companies That Require Subscription 
to Phone Service Plans as a 
Prerequisite to DSL Service Do Not 
Violate Antitrust Laws   
Greco v. Verizon Communications, Inc., 
No. 03 CV 718 (KMW), 2005 WL 
659200, at *1 (S.D.N.Y. Mar. 22, 2005). 
 
A Forum Selection Clause That is Fair 
and Agreed Upon by Two 
Sophisticated Entities is Enforceable 
Koninklijke Philips Electronics v. 
Digital Works, Inc., 358 F. Supp. 2d 328 
(S.D.N.Y. 2005). 
.   
ICANN is Not a Government Actor 
for Purposes of a First Amendment 
Challenge 
McNeil v. VeriSign, Inc., No. 03-16946, 
2005 WL 741939, (9th Cir. April 1, 
2005). 
 
The Communications Decency Act 
Bars a Defamation Suit Over 
Criticisms Published on Police 
Association’s Web Site 
Roskowski v. Corvallis Police Officers’ 
Ass’n, No. Civ.03-474-AS., 2005 WL 
555398, at *1 (D. Or. Mar. 25, 2005). 
 
Independent Research on the Internet 
by a Juror During the Deliberation 
Process Does Not Warrant a Mistrial 
Ross-Carter v. Com., No. 2003-CA-
001185-MR, 2005 WL 678539, at *1 
(Ky. Ct. App. Mar. 25, 2005). 
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State Medical Board is Authorized to 
Post Reference to Doctor’s Probation 
Records on Board’s Web Site 
Szold v. Medical Bd. of California, 127 
Cal. App. 4th 591 (Cal. Ct. App. 2005). 
 
A Defendant Who Has Access to an 
Electronic Forum Selection Clause is 
Treated as Having Actual Knowledge 
of the Document 
Cairo, Inc. v. Crossmen Services, Inc., 
No. C 04-04825 JW., 2005 WL 756610, 
at *1 (N.D. Cal. Apr. 1, 2005). 
 
Sexually Explicit E-Mails That the 
Wife Had Sent to Her Physician, 
Offered by the Husband as Evidence 
in Their Divorce Action, Were Not 
Illegally Intercepted in Violation of 
ECPA Where the Interception of E-
Mail Was Not Contemporaneous With 
Transmission   
Evans v. Evans, 610 S.E.2d 264 (N.C. 
Ct. App. 2005).  
   
A Customer Database List Does Not 
Constitute a Trade Secret for 
Purposes of an Infringement Suit 
Liebert Corp. v. Mazur, No. 1-04-2794, 
2005 WL 762954, at *1 (Ill. App. 1 Dist. 
April 5, 2005). 
 
Electronic Diaries Can be Used as 
Evidence to Impeach the Testimony of 
a Witness 
State v. Velardi, No. COAO4-1164, 
2005 WL 757057, at *1 (N.C. Ct. App. 
Apr. 5, 2005). 
 
A District Attorney Who Receives 
Electronic Records Under the ECPA 
Must Pay for Those Records 
Ameritech Corp. v. McCann, 403 F.3d 
908 (7th Cir. 2005). 
 
The E-Mail of Corporate Officers is 
Protected by Attorney-Client Privilege 

as Long as the Officer Intended the E-
Mail to be Kept Secret  
In re Asia Global Crossing, Ltd., No. 02 
B 15749(SMB), 2005 WL 1230634, at 
*1 (Bankr. S.D.N.Y. May 25, 2005). 
 
The Government Cannot Suppress 
Electronic Messages Under the 
Federal  Act 
U.S. v. Jones, 364 F. Supp. 2d 1303 (D. 
Utah 2005).  
 
A Verdict Will Not Be Set Aside When 
the Trial Judge Fails to Distinguish 
Between Real Child Pornography and 
Virtual Child Pornography in Jury 
Instructions if the Defendant Did Not 
Properly Raise the Issue on Appeal 
Becht v. U.S., 403 F.3d 541 (8th Cir. 
2005). 
 
A Company Can Bring Suit Against 
an Individual Who Intercepts Its 
Encrypted Messages Under Federal 
Wiretap Laws 
DirecTV Inc. v. Nicholas, 403 F.3d 223 
(4th Cir. 2005). 
 
The Mere Ability to Purchase a Gift 
Certificate on a Company’s Web Site 
Does Not Establish General 
Jurisdiction Under the State Long 
Arm Statute 
Hlavac v. DGG Properties, No. Civ. A. 
04-6112, 2005 WL 839158, at *1 (E.D. 
Pa. Apr. 8, 2005). 
 
E-Mail Messages From Party’s 
Attorneys Are Protected Under the 
Attorney-Client Privilege 
Premiere Digital Access, Inc. v. Central 
Telephone Co., 360 F. Supp. 2d 1168 (D. 
Nev. 2005). 
. 
A Defendant Cannot Suppress 
Pornography Evidence Contained on 
a Stolen Computer Because He Did 
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Not Have a Reasonable Expectation of 
Privacy 
U.S. v. Caymen, 404 F.3d 1196 (9th 
2005). 
 
A Person Who Uses a Radio Signal, 
Not Just a Computer, to Disrupt 
Emergency Service Frequencies Can 
Be Prosecuted Under 18 USC 1030   
U.S. v. Mitra, 405 F.3d 492 (7th Cir. 
2005). 
 
A Car Rental Company Cannot Fine 
Customers for Speeding When the 
Fine is Based on Measurements Taken 
With a Global Positioning System   
American Car Rental, Inc. v. Comm’r of 
Consumer Prot., 869 A.2d 1198 (Conn. 
2005). 
 
Although the Plaintiff Did Show a 
Prima Facie Case of Age 
Discrimination, the Plaintiff’s 
Violation of the Company’s E-Mail 
Policy Was a Valid Reason for 
Dismissal   
Rizzo v. PPL Serv. Corp., No. Civ.A. 03-
5779, 2005 WL 913091, at *1 (E.D. Pa. 
Apr. 19, 2005). 
 

The FCC Does Not Have Statutory 
Authority to Require Digital 
Television Receivers to Contain 
Technology Making Them Capable 
Recognizing the Broadcast Flag  
Am. Library Ass’n. v. F.C.C., 406 F.3d 
689 (D.C. Cir. 2005). 
 
A Message Board is Considered a 
Public Forum, and Statements About 
a Publicly Traded Company Made on 
It Are Protected Free Speech 
Ampex Corp. v. Cargle, 27 Cal. Rptr. 3d 
863 (Cal. Ct. App. 2005). 
 
A Link to the Defendant’s Web Site 
From the Delaware State Web Site is 
Insufficient to Confer Personal 
Jurisdiction Over Defendant 
Kalk v. Fairfield Language 
Technologies, No. Civ.A. 04-1486 JJF, 
2005 WL 945715, at *1 (D. Del. Apr. 
22, 2005). 
 
Foreign Hotel’s Web Site Is Not 
“Sufficiently Interactive” to Meet 
Minimum Contacts Requirement of 
State Long Arm Statute    
O’Connor v. Sandy Lane Hotel Co., 
Ltd., No. Civ.A. 04-2436, 2005 WL 
994617, at *1 (E.D. Pa. Apr. 28, 2005). 

                           

  
  NEWS YOU CAN USE 
 

CHINA, CANADA  ON INTELLECTUAL 
PROPERTY “WATCH LIST” 

 
China has been placed on a “priority watch 
list” for allegedly not doing enough to protect 
intellectual property rights, according to a 
report by the U.S. Trade Representative 
(USTR).  While this move is largely 

symbolic, it does indicate the administration’s 
willingness to pressure China to crack down 
on piracy, including criminal prosecutions and 
adoption of the type of “anti-circumvention” 
laws such as found in the 1998 Digital 
Millennium Copyright Act.   The USTR’s 
report also singled out Canada as having 
inadequate copyright laws, and Canada will 
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also stay on the USTR’s “watch list,” along 
with Azerbaijan, Belarus and Malaysia.      
 
 

CYBER SECURITY EXPERT JOINS 
TECH STARTUP 

 
Howard Schmidt, former cyber security 
advisor to President Bush and former security 
chief at both Microsoft and eBay, has 
accepted a position as chairman of the board 
of Electronic Lifestyle Integration Inc., a 
New Jersey-based technology startup that 
focuses on home broadband networks to 
protect home Internet systems from hackers 
and other online threats.  In addition, Schmidt 
is currently a strategist for the U.S. Computer 
Emergency Readiness Team and investigates 
computer crime for the U.S. Army Reserves. 
 
 

ICANN DESIGNATES .JOBS AND 
.TRAVEL 

 
The Internet Corporation for Assigned 
Names and Numbers (ICANN) approved the 
designation of two new sponsored Top-Level 
Domains (sTLDs), .JOBS and .TRAVEL at 
its 22nd International conference.  The 
announcement marks the culmination of the 
independent evaluation and contract 
negotiation process for the two sTLDs that 
was outlined in an ICANN request soliciting 
proposals.  The new registry operators are 
Employ Media and Tralliance Corporation.   
 
 
MICROSOFT DEBUTS SOFTWARE TO 

TRACK ONLINE PREDATORS 
 
Microsoft announced that it has designed the 
Child Exploitation Tracking System (CETS), 
a system to help law enforcement share 
information when tracking online predators.  
The system, developed in collaboration with 
the Royal Canadian Mounted Police and the 
Toronto Police Service, has already resulted 

in the arrest of one alleged child pornographer 
in Toronto who was identified and targeted 
during beta testing of the database and 
investigation system.  Further information 
about CETS can be accessed at 
http://www.microsoft.com/presspass/features/
2005/apr05/04-07CETS.asp. 
 
 

CALIFORNIA TO BAN ANIMAL 
HUNTING VIA INTERNET 

 
In response to a Texas web site that planned to 
let users fire at real game over the Internet, the 
California Fish and Game Commission ordered 
wildlife officials to prepare emergency 
regulations to ban the practice.  In addition, a 
bill passed by the California Senate and now 
moving to the state Assembly (see legislation 
section in this issue) would prohibit the use of 
computer-assisted hunting sites and ban the 
import or export of any animal killed using 
computer-assisted hunting.  At least 14 other 
states, as well as Congress, are considering 
similar bills. 
 
 

REPORT:  MOST GOVERNMENT 
AGENCY SYSTEMS UNPROTECTED 

 
Few government agencies can ensure that 
their wireless networks are protected from 
unauthorized access, according to a report by 
the Government Accountability Office 
(GAO).  The GAO found that nine of the 24 
major agencies haven’t issued wireless 
security plans, while many others provided 
little guidance for acceptable use.  Further, 13 
agencies don’t require their Wi-Fi networks to 
be set up in a secure manner, and most 
agencies don’t monitor their wireless activity.  
GAO investigators were able to pick up Wi-Fi 
signals from outside of all of the six agencies 
tested, and they were able to find examples of 
unauthorized activity at all six as well.  At one 
agency, 90 laptop computers were configured 
to search for a wireless connection while they 
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were plugged into a wireless network – an 
easy way in for hackers.  The report did not 
specify which agencies were examined, but 
recommended that agencies should monitor 
their systems for improper use and make sure 
that employees know how to use them 
properly. 
 
 

STUDY:  COMPUTER SABOTEURS 
MOTIVATED BY REVENGE 

 
Employees who sabotage computers so 
critical that they risk endangering national 
security or the economy are commonly 
motivated by revenge against their bosses, 
according to a study commissioned by the 
Department of Homeland Security and 
released by the Secret Service and the 
Computer Emergency Response Team 
(CERT) Coordination Center at Carnegie 
Mellon University.   The study examined 49 
computer sabotage cases occurring between 
1996 and 2002 launched against industries 
deemed vital to national security and the 
economy, such as banks, utilities and defense 
contractors, to determine what motivates 
trusted insiders to attack and how their 
actions damage the country’s most sensitive 
networks and data.  The review described 
most attackers as disgruntled workers or 
former employees – typically working in 
technology departments – who were angry 
over disciplinary actions, missed promotions 
or were laid off.  The attacks included 
deleting vital software or data, posting 
pornography on an employer’s web site or 
crippling whole networks.  The study further 
said that most saboteurs showed troubling 
signs before the attacks, such as truancy, 
tardiness, arguments with co-workers or 
shoddy performance.  Nearly all of the 
employees took some steps to conceal their 
identities online as they plotted their attacks.  
The study recommended that managers pay 
attention to employees facing disciplinary 
action and that companies provide formal 

grievance procedures for workers who believe 
they were treated wrongly.  Most of the 
attacks cost employers less than $20,000 in 
damages, but at least two of the sabotage cases 
cost more than $10 million in damages.  The 
study also acknowledged that it is nearly 
impossible to estimate the frequency of insider 
attacks against corporate computers because 
victimized companies often don’t report them 
for fear of bad publicity.  The study did not 
examine insider attacks where employees 
sought to steal information to sell for profit or 
blackmail. 
 
 

FCC ORDERS VOIP CARRIERS TO 
PROVIDE 911 ACCESS 

 
The Federal Communications Commission 
(FCC) voted unanimously that Net phone 
operators must be able to route 911 calls to the 
geographically appropriate emergency call 
center.  In addition, the calls themselves must 
be accompanied by the originating address 
and phone number.  Operators will have 120 
days, or until late September 2005, to comply.  
The new rules will have the greatest impact on 
commercial VoIP operators that consider 
themselves replacements for local and long 
distance service from traditional operators. 
Currently, VoIP 911 calls are typically 
answered by someone in the emergency call 
center’s administrative offices and aren’t 
accompanied by a call-back number or the 
caller’s location.  After business hours, callers 
hear a recorded message that the offices are 
closed and that they should call 911 if there is 
an emergency.  Texas Attorney General Greg 
Abbott and Connecticut Attorney General 
Dick Blumenthal are suing Vonage, the largest 
VoIP provider in the United States, alleging 
the company misleads customers about its 911 
service.  On the legislative side, U.S. Senator 
Bill Nelson (D-FL) introduced a bill on May 
18, 2005 mandating that VoIP providers offer 
911. 
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U.S. TO UNVEIL WEB SITE ON SEX 
OFFENDERS 

 
U.S. Attorney General Alberto Gonzalez 
announced that state-by-state information on 
sex offenders will be available on a new 
Internet site run by the federal government 
and expected to be operational in two 
months. The site will be a national database 
that will allow the public to do a national 
search online to determine whether an 
individual who has been convicted in one 
state has moved to another.  Participation by 
states will be voluntary.  
 
 

CIA CONDUCTS WAR GAME TO 
SIMULATE CYBER ATTACK 

 
The CIA recently conducted “Silent 
Horizon,” a three-day exercise carried out in 
Charlottesville, Virginia meant to test the 
ability of government and industry to respond 
to escalating Internet disruptions over many 
months.  The simulated attacks were carried 
out five years into the future by a fictional 
new alliance of anti-American organizations 
that included anti-globalization hackers.  The 
CIA’s Information Operations Center, which 
evaluates threats to U.S. computer systems 
from foreign governments, criminal 
organizations and hackers, ran the exercise.  
An earlier cyber terrorism exercise called 
“Livewire” raised questions over the 
government’s role during a cyber attack 
depending on who was identified as the 
perpetrator – terrorists, a foreign government 
or teenagers. 
 

 
 
 
 

REPORT:  DEVELOPING NATIONS 
LOSING BATTLE WITH SPAM 

 

Developing countries such as Malaysia, Nepal 
and Nigeria lack the bandwidth, technical 
knowledge and financial resources to 
effectively combat junk e-mail, according to a 
report released by the Organization for 
Economic Cooperation and Development 
(OECD), an international economic think tank 
based in Paris.  The report stated that, as a 
result, web users in those nations endure more 
outages and less reliable service than people in 
more developed countries.  In addition, the 
report stated that more spammers are setting 
up shop in less-developed countries as 
authorities in the United States and Europe 
crack down on them. As ISPs in developing 
nations harbor more spammers, those 
providers increasingly land on international 
“block lists,” which jams up e-mail services 
for their customers – spammers and regular 
users alike. In countries with a single ISP 
providing e-mail services, landing on a block 
list can cut off the entire country from e-mail 
access.  The report added that many web users 
in these countries rely on dial-up and pay-per-
minute services at cyber cafes, making junk e-
mail more frustrating.   The OECD report also 
outlined recommendations to improve the 
spam situation in developing nations, 
including urging ISPs in those countries to 
invest in spam-filter technology or third-party 
filtering, as well as adopting strong anti-spam 
policies.  They also recommended that 
countries set up computer emergency response 
teams to coordinate responses to major 
incidents and vulnerabilities, and they called 
on ISPs worldwide to assist each other in the 
fight against spam.   
 
 

LA COUNTY JAIL TO USE RADIO 
FREQUENCY ID 

 
The Los Angeles County Jail entered into a 
contract with Alanco Technologies on a pilot 
project to track inmates with radio frequency 
identification (RFID) bracelets.  The first 
phase will involve setting up an RFID system 
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in the 1,800 inmate east facility of the 
Pitchess Detention Center in Castaic, 
California by fall 2005.  If it succeeds, and 
funding can be obtained, the county will use 
the system throughout its prison facilities.  
Under the system, when an inmate comes 
within range of a sensor, it detects his or her 
presence and records the event in a database.  
Thus, if an assault occurs at night, prison 
officials can look at the RFID logs and 
identify who was at the scene at the time of 
the incident.  The system can also warn of 
gang gatherings.  Tampering with a bracelet 
sends an alarm to the system.   
 
 

ICANN APPROVES .XXX DOMAINS 
 
The Internet Corporation for Assigned 
Names and Numbers (ICANN), the nonprofit 
organization responsible for Internet 
addresses, approved “.xxx” domains that 
would come with no restrictions except that 
any sexually explicit content feature only 
adults.  The ICM Registry will handle the 
technical aspects of running the master 
database of .xxx sex sites.  The International 
Foundation for Online Responsibility, 
another nonprofit organization, will be in 
charge of setting the rules for .xxx.  The 
intent is to have a seven-person board of 
directors, including an advocate for children, 
an advocate for free expression and a 
representative from the adult entertainment 
industry.  Although the ICM Registry’s 
approach is designed to support free speech, 
the American Civil Liberties Union has 
expressed concern about .xxx domains in that 
some nations may force sites dealing with 
sensitive topics into the .xxx zone, where 
they can be easily blocked. 
 
 

 
ANTI-SPYWARE COALITION 
FORMED 
 

The Anti-Spyware Coalition, a new group of 
software manufacturers, online businesses and 
security firms, met for the first time at the 
offices of the Center for Democracy and 
Technology (CDT), a Washington D.C.-based 
public advocacy group that is running the 
coalition.  Members include America Online, 
Microsoft, Yahoo, McAfee and Hewlett-
Packard.  The group plans to publish proposed 
guidelines that define spyware, which will be 
open for public comment, best practices for 
desktop software development and a common 
lexicon.   Formation of the Coalition comes 
two months after the collapse of the 
Consortium of Anti-Spyware Technology 
vendors, or Coast, which had many of the 
same goals.  Coast fell apart after it had 
admitted a company suspected of making 
adware.  The Coalition will not allow 
members beyond anti-spyware software 
companies, consumer advocacy groups (a key 
difference from Coast) and Internet access 
providers.  All new members also have to be 
approved by existing members.  
 
 

REPORT:  PHISHERS TARGETING 
SMALLER BUSINESSES 

 
A report by the Anti-Phishing Working Group 
(APWG) finds that smaller financial 
companies are increasingly being hit by 
phishing schemes.  The report covers trends in 
April 2005, where the number of phishing 
attempts reported to APWG rose to 14,411, 
continuing a trend of slight monthly growth.  
However, a small drop in unique phishing e-
mails was reported, down to 3,930 from 4,100 
in March 2005. Other trends noted by APWG 
include another increase in the number of 
phishing web sites hosted in China, which was 
home to 22 percent of the 2,854 active 
phishing sites reported in April 2005, a close 
second to the United States, where 26.3 
percent of the sites were hosted.   
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IDAHO NATIONAL LAB RECEIVES 
CYBER SECURITY FUNDING 

 
The U.S. Department of Energy’s Idaho 
National Laboratory (INL) received a second 
round of funding from the U.S. Department 
of Homeland Security (DHS) to continue its 
efforts to secure the computer-aided control 
systems that operate the nation’s critical 

infrastructures.  Its Control System Security 
Center will receive $11.7 million in 2005; the 
program was initially given $10 million in 
May 2004.  DHS selected INL for this project 
because of its expertise in design, assessments 
and operational management of control 
systems across several industrial sectors.  It is 
the nation’s leading center of nuclear energy 
research and development. 

 
 
 

  
 

    LEGISLATION UPDATE 
  

 
Internet-Based Hunting 
 
On April 28, 2005, the California State Senate 
approved SB 1028, a bill that would ban hunters 
from killing animals over the Internet.  The bill is 
aimed at www.live-shot.com, a web site linking 
firearms and cameras so users can stalk prey online 
on a Texas ranch, and potential imitators.  The bill 
would bar remote hunting, as well as operating a 
hunting web site, in the state.  It would also ban the 
import of animals into California that have been 
killed over a remote web site, and violators would 
face up to six months in jail and fines of up to 
$1,000.  The bill, sponsored by Senator Debra 
Bowen, now goes to the State Assembly.  Fourteen 
other states are considering similar bans. 
 
Online Sex Offender Registries 
 
On May 9, 2005, Hawaii Governor Linda Lingle 
signed SB 708 into law (Act 45) that will enable the 
public to have Internet access to information on 
registered sex offenders who are repeat offenders, 
whose crimes are punishable by 10 years or more of 
imprisonment or who have committed certain other 
aggravated offenses.  The law also requires 
immediate on-site access to information on 
registered offenders whose crimes are punishable by 

five years or more of imprisonment. The 
Department of the Attorney General maintains the 
state sex offender registry and operates the web site 
at sexoffenders.hawaii.gov.  On-site access will be 
available at designated police stations in every 
county and at the Hawaii Criminal Justice Data 
Center.  The new law implements a state 
constitutional amendment ratified by voters in the 
November 2004 general election.  It gave the public 
a right of access to registration information on 
persons convicted of certain sexual offenses and 
crimes against children, and allowed the Legislature 
to decide the conditions for public access.  The new 
law also eliminates the separate hearing 
requirement.  Offenders who wish to have their 
information removed from public access must 
petition the court, but only 10 to 40 years after 
release from prison, depending on the seriousness of 
the crime.  The court may allow termination of 
public access only if the offender has had no new 
convictions for covered offenses and is unlikely to 
commit a covered offense again, and access to the 
information will not assist in protecting the public.   
 
Phishing 
 
On April 7, 2005, New Mexico Governor Bill 
Richardson signed SB 720 into law that will make 
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phishing, which is defined as the use of computers 
and electronic equipment to defraud or otherwise 
steal an individual’s personal or financial 
identifying information and then use that 
information to strip the victim’s assets or destroy 
his or her credit rating, a fourth degree felony.  The 
new law takes effect July 1, 2005.     

On May 10, 2005, Washington Governor Christine 
Gregoire signed into law S.B. 6043-S, a bill that 
would create penalties for anyone even trying to get 
personal information from users through false e-
mail or spoof websites. It would be a violation of 
the Consumer Protection Act to attempt to steal 
Internet users' information. It would allow 
consumers or the attorney general to seek damages 
of up to $500 per violation or actual damages if 
phishers solicit consumers' information.  Internet 
service providers who are victims may seek up to 
$5000 or actual damages, and the court can increase 
the fines by up to three times the amount. 

Spyware 
 
On May 17, 2005 Washington Governor Christine 
Gregoire signed HB 1012 into law, a bill that 
toughens penalties against computer programs that 
secretly monitor what users do on their computers, 
commonly called spyware.  The new law will allow 
the state attorney general to seek damages of up to 
$100,000 per violation or actual damages, 
whichever is greater.  Washington courts can triple 
the damages up to $2 million for companies or 
individuals who spread spyware. 
 
Meanwhile, the U.S. House passed two anti-
spyware bills after failing to combine them.  On 
May 23, 2005, it voted 395-1 to pass H.R. 744, a 
bill sponsored by Representative Robert Goodlatte 
(R-VA) that would make it a crime to install 
software to commit fraud, damage a computer or 
alter security settings.  The bill would allow the 
courts to impose fines or prison sentences of up to 
two years for installing software for fraudulent 
purposes.  It also would authorize $10 million 
annually for the U.S. Justice Department to fight 
spyware, phishing and pharming schemes.  The 

House also passed H.R. 29 sponsored by 
Representative Mary Bono (R-CA) by 393-4 that 
would require the prior approval of computer users 
before downloading software programs.  The bill 
would also prohibit keystroke logging, computer 
hijacking and the display of online advertisements 
that cannot be closed.  It would preempt state laws 
on spyware.  The bills now go to the Senate, which 
has introduced its own two bills, S. 1004 and S. 
687, both currently in committee.     
 
Cyber Security Appropriations 
 
On May 18, 2005, the U.S. House approved H.R. 
1817, a $34.2 billion measure that would authorize 
appropriations for fiscal 2006 for the Department of 
Homeland Security’s (DHS’) programs.  The total 
funding includes $465 million for critical 
infrastructure grants, $19 million for cyber security 
research and $3.7 million for a cyber security grant 
program through the National Science Foundation 
to increase the number of cyber security 
professionals.  The bill would create the position of 
Assistant Secretary of Cyber Security who would 
lead the new National Cyber Security Division and 
National Communications System.  It would also 
require DHS to establish a real time, nationwide 
information-sharing network for local, state and 
federal officials as well as tribal governments and 
the private sector.    The bill would require DHS to 
prioritize its list of critical infrastructures, such as 
computer networks, that would be vulnerable to 
attack within 90 days of enactment, as well as to 
review state, private and local security plans for 
securing the infrastructure within nine months of 
enactment.  The bill has now gone to the Senate, 
where it has been referred to the Committee on 
Homeland Security and Governmental Affairs.  The 
Senate is not expected to have its own fiscal 2006 
authorization bill for some time.      
 
Political Ads on Cell Phones 
 
On May 19, 2005, the California Assembly 
approved AB 582, a bill that would ban political 
advertisements sent to cell phones and pagers.  It 
would not apply to a candidate or campaign 
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committee that had a previously established 
relationship with the message’s recipient and had 
offered the recipient an option not to receive the 
message.  The text of the bill may be accessed at 
http://www.assembly.ca.gov/acs/acsframeset2text.ht
m. 
 
Identity Theft  
 
On May 3, 2005, the Florida Legislature 
unanimously passed H.B. 481, a bill that institutes 
harsher penalties for fraudulently using another’s 
personal information.  The bill would also require 
businesses maintaining computerized data that 
contains personal information to provide notice in 
the event of security breaches.   If enacted, it would 
become effective on July 1, 2005.     
 
The North Carolina Legislature has approved 
legislation aimed at combating identity theft by 
restricting the sale and display of Social Security 
numbers and require companies to destroy 
information when they discard it.   The state Senate 
unanimously passed S. 1040 on May 24, 2005, a bill 
similar to H.R. 1248 that passed the state House the 
previous day.  Each bill would also give consumers 
the right to place a security “freeze” on their credit 
reports.  Business customers who might be at risk of 
identity theft due to a security breach would have to 
be notified by the company.  State and local 
government agencies would be discouraged from 
collecting Social Security numbers and personal 
information, but when necessary, they would be 
barred from releasing the information to the public.  
Court and land records also would no longer contain 
such information.  Neither bill has yet cleared both 
chambers, which must happen before a bill can be 
presented to the Governor for signature. 
 
On May 10, 2005, the Ohio Legislature passed HB 
48, a bill that makes identify theft against an elderly 
or disabled person a separate crime with enhanced 
penalties.  It also authorizes the Attorney General to 
issue an identity theft passport to anyone who has 
filed a police report that he or she is a victim of 
identity theft.  Anyone holding such a passport may 
present it to a law enforcement agency or creditor. 

      
On June 17, 2005, Texas Governor Rick Perry 
signed into law S.B. 122, a bill that bans the 
unauthorized use of personal identifying 
information.  It also requires businesses to institute 
reasonable procedures to protect and safeguard 
personal identifying information it collects during 
the course of business from misuse or disclosure.  It 
requires businesses to notify affected persons if a 
breach of security of personal information occurs.  
A person who is injured by a security breach may 
apply to the court for an order declaring him or her 
to be a victim of identity theft.  The bill authorizes 
the Attorney General to file suit to seek a 
restraining order or injunction and a civil penalty of 
at least $2,000 but not more than $50,000 for each 
violation.  The new law becomes effective on 
September 1, 2005.  (Ed. Note:  information on S.B. 
122 was supplied by Sally Hanners of the Texas 
Attorney General’s Intergovernmental Relations 
Division).             
 
On May 10, 2005, President Bush signed the Real 
ID Act into law.  It is scheduled to take effect in 
May 2008 and will require Americans to obtain 
federally approved ID cards with “machine readable 
technology” according to Department of Homeland 
Security specifications.  Anyone without such a 
card will be prohibited from traveling by air or 
train, opening a bank account or entering federal 
buildings.  The Act was incorporated into an Iraq 
military spending bill, H.R. 1268.      
 
Violent Video Games 
 
On May 28, 2005, the Illinois Legislature voted to 
ban the sale of violent or sexually explicit video 
games to minors by passing H.B. 4023.  Under the 
bill, a person who knowingly sells adult video 
games to a minor could be fined $1,000, but it 
leaves it to the retail stores to determine which 
games are too violent or sexually explicit for 
minors.  Governor Rod Blagojevich has indicated 
he will sign the bill.  
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As we go to press… 
 

FILE SHARING COMPANIES MAY BE 
LIABLE FOR COPYRIGHT INFRINGEMENT 

 
By Thomas Taff 

 
The Supreme Court, in a unanimous decision 
written by Justice Souter, ruled that Grokster and 
StreamCast, Internet-based peer-to-peer file-sharing 
providers, may be subject to copyright liability for 
the copyright infringement committed by their 
users.  
 
 Defendants Grokster et al distributed file-sharing 
software that allowed users to connect with other 
computers and share information, including 
copyrighted material.  The plaintiffs, a group of 
large entertainment companies, sued them for 
contributory and vicarious copyright infringement, 
arguing that they should be held responsible for the 
copyright infringement committed by their users. 
The U.S. District Court for the Central District of 
California granted summary judgment for the 
defendants, finding that they did not have “actual 
knowledge” of the copyright infringement.1  The 
Ninth Circuit Court of Appeals agreed and affirmed, 
deriving the “actual knowledge” requirement for 
contributory infringement from Sony Corp. of 
America v. Universal City Studios, Inc., 464 U.S. 
417 (1984), which set a precedent that a distributor 
cannot be held liable for a user’s copyright 
infringement as long as the technology has a 
“substantial” non-infringing use.  The Ninth Circuit 
also rejected a vicarious infringement theory, 
holding that defendants “had no independent duty” 
to protect against copyright infringement.2  On June 
25, 2005, the U.S. Supreme Court reversed and 
remanded.3 
 
The Court found that the Sony decision established 
a standard that the law must balance the competing 
interests of artists desiring copyright protection with 
society’s need for intellectual innovation.  In Sony, 
the Court did not find contributory infringement in 
the distribution of the VCR,  but did not review any 

evidence as to whether manufacturers had 
encouraged copyright infringement.  In the instant 
case, the Court took a narrower reading of Sony 
than the Ninth Circuit, finding that defendants could 
not escape liability by merely pointing to a lawful 
use for their product.   This narrower reading of 
Sony led the Court to look at “evidence of intent” in 
a contributory negligence case, while still leaving 
Sony intact.  The Court reasoned that if defendants 
marketed their software with the intent to allow 
users to avoid copyright restrictions, they could be 
held liable under a common law theory of vicarious 
and contributory liability.   
 
Thus, the Court looked to see if the defendants had 
induced their customers to commit common law 
copyright violations, asserting that Sony did not 
“foreclose rules of fault-based liability derived from 
common law.”  The Court specifically noted three 
actions as evidence of intent to encourage 
infringement:  the affirmative steps taken by 
defendants to acquire former Napster customers, 
their lack of action to prevent copyright 
infringement, and their financial motive to 
encourage such infringement.  As a result, the Court 
found that “there is evidence of infringement on a 
gigantic scale” and thus overcome the defendants’ 
summary judgment motion at the trial level.     
 
1MGM Studios Inc. v Grokster, Ltd., No. CV-01-08541, slip 
op. at 5 (CD Cal. June 18,2003). 
2MGM Studios Inc. v. Grokster, Ltd., 380 F.3d 1154 (9th Cir. 
2004). 
3MGM Studios Inc. v. Grokster, Ltd., No. 04-480, slip op. at 
13-4 (U.S. June 27, 2005).  
 
Ed. Note:  A brief in support of petitioners was filed 
by the Attorneys General of Utah, North Carolina, 
Virginia, Rhode Island, Texas, Mississippi, 
Alabama, Alaska, Arizona, Arkansas, Delaware, 
Florida, Georgia, Hawaii, Idaho, Illinois, Indiana, 
Kansas, Kentucky, Louisiana, Massachusetts, 
Michigan, Minnesota, Missouri, Montana, 
Nebraska, Nevada, New Jersey, New Mexico, North 
Dakota, Ohio, Oklahoma, Pennsylvania, South 
Carolina, South Dakota, Tennessee, Vermont, West 
Virginia, Wisconsin and the territory of Guam. 


